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Abstract of the contribution:

This pCR proposes questions that need to be addressed for Key Issue #1.7 Key Hierarchy along with their interim agreements.
1. Introduction

In this contribution we propose questions and interim agreements on Key Issue 1.7.

2. Analysis

 Key issue 1.7 describes threats and requirements related to Key Hierarchy for NextGen network. TR 33.899 v 0.6.0 consists of six key hierarchy solutions #1.4, #1.6, #1.8, #1.9, #8.7 and #8.8 to address this key issue. It was identified that there are broadly two categories of key hierarchies which can meet the requirements to address the needs. The companion pCR S3-170163 proposes two consolidated key hierarchy options for NextGen networks by analysing pros and cons of all the current solutions in TR 33.899. 

To arrive at a consensus regarding which key hierarchy is suitable for 5G, the following questions are proposed. Based on the interim agreements, the consolidated Key Hierarchy solution can be arrived.
3. Proposal
*** Begin of Change ***
Annex X (new): Questions and Interim Agreements

X.1 Questions and Interim Agreements for security area #1

X.1.7 Questions and Interim Agreements for Key Issue #1.7

X.1.7.0 Questions in other clauses affecting this key issue

X.1.7.0.1 Questions in Key Issue #1.15 Termination point of UP security

X.1.7.0.1.1 Termination point of UP security

X.1.7.0.1.1.1 Description of Question 

Which should be the termination point of UP security?
X.1.7.1 Need for KNAS_MM
X.1.7.1.1 Description of Question 

Is KNAS_MM required?

X.1.7.1.2 Interim Agreement

KNAS_MM is required. 

X.1.7.2 Derivation of NAS MM encryption and integrity protection keys

X.1.7.2.1 Description of Question 

Should NAS MM integrity and confidentiality keys be derived from KNAS_MM or KSEAF?

X.1.7.2.2 Interim Agreement

NAS MM integrity and confidentiality keys shall be derived from KNAS-MM.

X.1.7.3 Need for KNAS_SM
X.1.7.3.1 Description of Question 

Is KNAS_SM required?

X.1.7.3.2 Interim Agreement

KNAS_SM is required.  

X.1.7.4 Derivation of NAS SM encryption and integrity protection keys

X.1.7.4.1 Description of Question 

Should NAS SM integrity and confidentiality keys be derived from KNAS_SM or KSEAF?

X.1.7.4.2 Interim Agreement

NAS SM integrity and confidentiality keys shall be derived from KNAS-SM.

X.1.7.5 Need for KAN
X.1.7.5.1 Description of Question 

Is KAN required? 

X.1.7.5.2 Interim Agreement

Yes.
X.1.7.6 Derivation of KAN from KNAS_MM  or KSEAF
X.1.7.6.1 Description of Question 

Should the KAN be derived directly from the KNAS_MM or KSEAF?

X.1.7.6.2 Interim Agreement

KAN shall be derived from KSEAF.
X.1.7.7 Derivation of keys for other 3GPP, non-3GPP access and other 5G RAN

X.1.7.7.1 Description of Question 

From which key should the keys for other 3GPP and non-3GPP access and other 5G RAN be derived?

X.1.7.7.2 Interim Agreement

The keys for other 3GPP, non-3GPP access and other 5G RAN shall be derived from KSEAF.
X.1.7.8 Need for flexible UP Termination points

X.1.7.8.1 Description of Question 

Is there a need for flexible UP termination in 5G?

NOTE: The EN “whether the user plane security terminates at an AN or an UP-GW is determined by the CN based on subscription information and service type and configured at the UE and the UP-GW.” in Solution #1.6 supports flexible User Plane termination points.

X.1.7.8.2 Interim Agreement

Yes. There can be use-cases where flexible UP termination points are required.

X.1.7.9 Derivation of KUP from KNAS_SM
X.1.7.9.1 Should the KUP be derived directly from the KNAS_SM or KSEAF?

X.1.7.9.2 Interim Agreement

KUP shall be e derived from KNAS_SM.

X.1.7.10 Derivation of UP encryption and integrity protection keys

X.1.7.10.1 Should UP integrity and confidentiality keys be derived from KUP?

X.1.7.10.2 Interim Agreement

UP integrity and confidentiality keys shall be derived from KUP per session 

X.1.7.11 Need for handover using vertical key derivation

X.1.7.11.1 Description of Question 

Is a new NH derivation necessary in 5G, i.e. is there a need for handovers using a vertical key derivation like in LTE?

X.1.7.11.2 Interim Agreement

Yes.

X.1.7.12 Consolidated Key Hierarchy for 5G network

X.1.7.12.1 Description of Question 

Which key hierarchy shall be adopted for 5G?

X.1.7.12.2 Interim Agreement

S3-170163 proposes two options for consolidated Key Hierarchy for 5G network.

*** End of Change ***

