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Abstract of the contribution: This pCR proposes a security solution for MCData SDS if XMPP is the protocol.
1. Introduction

The MCData service consists of SDS, file download, IP connectivity and data streaming.  This solution addresses the MCData SDS data service only when XMPP is the media plane protocol.

While security for MCData SDS on both the signaling plane and media plane requires confidentiality and integrity protection of the SDS message content and MCData identities (MCData IDs and MCData Group IDs), inherent partitioning of the signaling plane from the media plane requires independent security solutions.

In this proposal, MCData SDS on the signaling plane is supported via the SIP MESSAGE method and MCData SDS on the media plane is supported with the XMP protocol.  As defined in the SA6 stage 2 technical specification 23.282, the MCData SDS service on the signaling plane supports a single “one shot” short data message mode while the media plane supports SDS sessions (i.e. a conversation of one or more short data messages exchanged between two or more users within a single media “session”). The MCData SDS service also supports private and group SDS on both the signaling plane (SIP) and the media plane (http).
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7.5.x
Solution #4.y: MCData SDS protection with XMPP as media plane protocol.
7.5.x.1
Overview

The MCData service consists of SDS, file download, IP connectivity and data streaming.  This solution addresses the MCData SDS data service only.

The MCData SDS service is supported on both the signaling (SIP) and media (HTTP) planes, however the method of providing SDS messages on the signaling plane is independent of the method of providing SDS messages on the media plane. On the signaling plane, only SDS page mode is supported, which is defined to be a “one shot” short data message.  On the media plane, one or more SDS messages are exchanged via an SDS session.  An SDS session is a conversation of one or more short data messages exchanged between two or more users within a media “session”.  Both private and group SDS messages are supported over the signaling and media planes.

While security for MCData SDS on both the signaling plane and media plane requires confidentiality and integrity protection of the SDS message content and any MCData identities (MCData IDs and MCData Group IDs), inherent separation of the signaling plane from the media plane requires independent security solutions.

It is assumed that MCData SDS on the signaling plane is supported with the SIP MESSAGE method while MCData SDS on the media plane is supported using XMPP.

7.5.x.2
Motivating security requirements
Related stage 1 MCData security requirements are as follows:

[R-5.12-001] The MCX Service shall provide a means to support the confidentiality and integrity of all user traffic and signalling at the application layer. 

[R-5.12-008] Subject to regulatory constraints, the MCX Service shall provide a means to support confidentiality, message integrity, and source authentication for some information exchanges (e.g., MCX Service User Profile management, kill commands) that have the potential to disrupt the operation of the target MCX UE. 

[R-5.12-009] The MCX Service shall provide a means to support end-to-end security for all media traffic transmitted between MCX UEs. 

[R-5.12-010] End-to-end security shall be supported both within and without network coverage and regardless of whether the traffic is transmitted directly or via the network infrastructure.
Derived stage 2 MCData security requirements are as follows:

[MCSEC-4.1-1]
The Mission Critical Service shall provide a means to support end-to-end confidentiality and integrity protection for messaging transmitted between MCX UEs in both media and signalling streams. 

[MCSEC-4.1-2]
The Mission Critical Service shall provide a means to authenticate messages in both media and signalling streams.
Additional MCData security requirements may be found in clause 5.3.1.3.
7.5.x.3
Solution description

7.5.x.3.1
SDS confidentiality and integrity protection on the signaling plane.

It is assumed that MCData SDS on the signaling plane is implemented via the SIP MESSAGE method as defined in rfc 3428 [aa].  Security for the SIP MESSAGE method is therefore recommended to be S/MIME as directly identified in the SIP MESSAGE method standard and as defined in ref 3851 [bb].

A private symmetric key (PCK) will be used for end to end confidentiality of one to one SDS messages and a group key associated with the group (GCK) will be used for end to end confidentiality of group SDS messages.

Furthermore to secure SDS on the signaling plane, the following information is included in the SIP MESSAGE:

· A MIKEY-SAKKE payload consisting of either the PCK and PCK-ID for one-to-one SDS or the GMK-ID and Group ID for group SDS.  A signature over the MIKEY-SAKKE payload is also included.  The MIKEY-SAKKE signature is performed using the source identity’s private signing key and is validated at the destination with the source identity’s public signing key.

· A payload containing the source and destination IDs (source MCData ID and destination MCData ID for one-to-one SDS or the source MCData ID and the MCData group ID for group SDS).  These parameters are encrypted on the CSK (between MCData client and MCData server) or SPK (between MC servers).
· A signature over the entire SIP MESSAGE including the MIKEY-SAKKE payload and the identities to provide SIP MESSAGE integrity.  From the client to server, the SIP MESSAGE is signed at the client with the user’s MCData ID private signing key and validated in the MCData server using the user’s MCData ID public signing key.  From the MCData server to the client, the SIP MESSAGE is signed with the server’s domain identity private signing key and validated at the destination client with the domain identity public signing key.

The SIP MESSAGE message containing the MIKEY-SAKKE payload, MCData identities, and the signature are secured using S/MIME between the MCData client and MCData server (or proxy) and between MC servers.
7.5.x.3.2
SDS confidentiality and integrity protection on the media plane.

While TLS is used to protect the XMPP communications between the MCData client and MCData server, TLS is a hop-by-hop protection mechanism and does not provide the end-to-end confidentiality protection needed for the MCData SDS content.  Therefore it is proposed that TLS be used to secure communications between the MCData client and MCData server and end to end confidentiality of SDS messages on the media plane be secured using XMLenc as described in XMPP rfc 6120 [cc] and rfc 6121 [dd]. A private symmetric key (PCK) will be used for one to one SDS messages and the group key associated with the group (GCK) will be used for group SDS messages on the media plane.

The following information is included in an XMPP SDS message:

· The media stream between the MCData client and the MCData server (or proxy) is protected with TLS.

· A MIKEY-SAKKE payload consisting of either the PCK and PCK-ID for one-to-one SDS or the GMK-ID and Group ID for group SDS.  A signature over the MIKEY-SAKKE payload is also included.  The MIKEY-SAKKE signature is performed using the source identity’s private signing key and is validated at the destination with the source identity’s public signing key.

· The SDS payload (message text) is confidentiality protected with XMLenc using the PCK for private SDS or the GCK for group SDS.

· Source and destination IDs are included.  These identities do not require additional confidentiality or integrity protection as TLS between the client and server (or proxy) provide adequate security.  For private SDS, the MCData ID of the source user and the MCData ID of the target user are included.  For group SDS, the MCData ID of the source user and the target MCData group ID are included.  

· Integrity protection is performed using XMLDSig and is done over the entire message (including the SDS text and MCData identities).  This message integrity protection is performed on a hop-by-hop basis where  the signature is created using the private signing key of the source identity (client or server) and is validated using the public signing key of the source identity (client or server).
7.5.x.4
Evaluation against requirements
This solution meets the Stage 1 and Stage 2 security requirements identified in clause 7.5.x.2 for the confidentiality and integrity protection of the MCData SDS service in both the signaling and media plane.
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