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Abstract of the contribution:This contribution adds a question in relation to KI1.4 on user plane confidentiality protection between the UE and the network and proposes to remove the corresponding Editor’s Notes from the KI.
1. Introduction
As presented in companion contribution S3-170090, we propose to follow the LTE model with respect of mandating the support of UP confidentiality protection, optional usage of UP confidentiality protection and network control over UP confidentiality protection. In addition, we propose that the UE may signal that there is no need for UP confidentiality protection. 
Furthermore, as discussed in the companion contribution S3-170090, we propose that solution #1.3 is taken as a base for normative work while taking the agreement on KI1.15 into account.

2. Proposal

**** Beginning of change **** 

X.1.4.0 Questions in other clauses affecting this key issue

The questions with respect to the selection of a UP security termination point is addressed in the questions on key issue 1.15.
X.1.4.x Support of UP confidentiality protection in the UE and the Network

X.1.4.x.1 Description of Question

This question addresses whether it should be mandatory for the UE and the Network to support UP confidentiality protection between the UE and the Network. It should also address how it is decided when UP confidentiality protection is used and how the system can mitigate a possible compromise of a confidentiality protection algorithm. The answer should also take into account whether or not the UP confidentiality protection may be negotiated between the UE and the Network.
X.1.4.x.2 Interim Agreement

The following potential security requirements are agreed:
-
The UE should support UP confidentiality protection;

-
The network should support UP confidentiality protection;

-
Usage of UP confidentiality protection is optional;

-
UP confidentiality protection between network and UE should be under network control;

-
5G system (UEs and networks) should support at least two alternative and different algoritms;

-
The UE may signal whether it desires UP confidentiality protection.

The following is proposed as a way forward for normative work:

-
Solution #1.3 is taken as a base for normative work, in accordance with the agreement for KI #1.15 – UP security termination point and in accordance with stage 2 architecture specifications.

**** End of Change ****
