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Abstract of the contribution: This discussion paper is for the security method of mobility enhancement for NBIoT CP solution.

1   Introduction

It is agreed in last SA3 meeting that, for NBIoT enhancement CP solution, token is needed in RRC Connection Re-establishment Request for identifying the UE, and solution is provided by SA3. RAN3 identifies three options for eNB handling RRC Connection Re-establishment Request, and prefers to select Option 2:

Option1: RLF indication + Handover + flag to ignore unavailable mandatory IEs+ S1 NAS recovery
Option2: RLF indication + new Class2 procedure + S1 NAS recovery

Option3: RLF indication + new Class1 procedure + S1 NAS recovery

This paper will discuss how to achieve CP mobility security according to discussion of RAN3.

2   Discussion

We have identified three options for achieving CP mobility security, and provide example procedure for each option in Annex:

Option1: UE/MME generate token using NAS key and NAS algorithm
Option2: UE/eNB generate shortMAC-I using AS key and NAS algorithm
Option3: UE/eNB generate shortMAC-I using AS key and AS algorithm
Proposal: It is suggested that SA3 consider Option2 for CP solution to support RRC connection re-establishment procedure.

Comparison among options can refer to the following table.

	
	Option 1
	Option 2
	Option3
	Prefer

	Impact on MME
	Deliver things that generated with new procedure to eNB again and again (token)
	Deliver things that it holds to eNB when NAS SMC is needed (Kenb, NAS EIA)

Select integrity algorithm supported by UE, MME, and eNB
	Deliver things that it holds to eNB when NAS SMC is needed (Kenb, UE security capabilities)
	2 or 3

	Impact on eNB
	Store assigned token
RRC Re-establishment needs to be held until Path Switch Ack received
Path Switch may be additionally needed for intra-eNB re-establishment
	Store assigned EIA

Derive KRRCint using legacy procedure when RLF Indication received
	Assign EIA to UE, which may need additional signaling exchange between eNB and UE

Derive KRRCint using legacy procedure when RLF Indication received
	2

	Impact on UE
	New procedure for generating token
	Copy NAS EIA as AS EIA after NAS SMC
Derive Kenb after NAS SMC using legacy procedure
Derive KRRCint using legacy procedure when RLF happens
	Accepting and storing AS EIA from eNB, which is triggered by other RRC message than AS SMComand
Derive Kenb using legacy procedure after NAS SMC or receiving RRC DL Information Trasfer

Derive KRRCint using legacy procedure when RLF happens
	Equal

	Impact on S1AP
	Three existing messages need to be extended for holding token
	Two existing messages need to be extended for holding Kenb, EIA
	Two existing messages need to be extended for holding Kenb and UE security capabilities
	Equal

	Impact on X2AP
	New Class 2 Message includes UE context without UE security information
	New Class 2 Message includes UE context with UE security information
	New Class 2 Message includes UE context with UE security information
	Equal

	Impact on RRC
	RRC Connection Re-establishment needs to be extended for holding the token (different from shortMAC-I and shortResumeMAC-I)
	No
	For AS EIA assignment, RRC DL Information Transfer (or other possible) message needs to be extended
	2


3   Conclusion

It is easy to identify that option 2 has less impact on the whole system. It is recommended to approve the corresponding CR based on option 2.
4   Annex

Option 1: UE/MME generate token using NAS key and NAS algorithm

The following graph shows an example procedure of this option, blue is the extension made by CP solution itself, red is the extension made by the security solution:
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MME applies a new procedure that uses NAS EIA, Knas-int, and new parameters, e.g. eNB ID, to generate a token, and delivers it to the eNB via Connection Establishment Indication (if no DL NAS Message/Data) or DL NAS Transport message. The eNB shall store it into UE security information. As the eNB dose not receive AS key, AS security is not activated accordingly. If there’s no DL NAS message, step 5 is skipped.
When RLF happens, the UE applies a new procedure for generating the token, and sends it to the target eNB via RRC Re-establishment request. The target eNB forwards the token to the source eNB via RLF INDICATION message. The source eNB checks the token, and if success, sends UE context without security information to the target eNB.

Target eNB sends Path Switch message to the MME, the MME applies the new procedure for generating new token and sends it to the target eNB via Path Switch Ack message. After receiving the Path Switch Ack message, the eNB sends RRC Re-establishment message to the UE.
Option 2: UE/eNB generate token using AS key and NAS algorithm

The following graph shows an example procedure of this option, blue is the extension made by CP solution itself, red is the extension made by the security solution:
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When performing NAS SMC procedure, the MME can (based on the operator’s policy, which is practically easy to be done, or received eNB security capabilities, which optionally includes in the extended message in step2) select NAS EIAs that eNB will support too, and then choose a NAS EIA in the selected NAS EIAs. The MME delivers the chosen NAS EIA and Kenb to the eNB via Connection Establishment Indication message (if no DL NAS Message/Data) or DL NAS Transport message.
The eNB stores the EIA and Kenb into UE security information and does not activate AS security, i.e. not performing AS SMC. If there’s no DL NAS message, step 5a is skipped.
After performing NAS SMC procedure, the UE copies the NAS EIA as AS EIA. After sending out MSG3, the UE uses legacy procedure to derive Kenb. When RLF happens, the UE uses legacy procedure to derive Krrc-int, and uses legacy procedure for generating the shortMAC-I. Same as legacy way, the UE sends shortMAC-I to the target eNB via RRC Re-establishment request, and then the target eNB forwards the shortMAC-I to the source eNB via RLF INDICATION message.

The source eNB uses legacy procedure to derive Krrc-int with UE security information, and uses legacy procedure to generate shortMAC-I, then verifies the shortMAC-I. If verification is successful, the source eNB sends UE context to the target eNB, which contains UE security information as normal.

Option 3: UE/eNB generate token using AS key and AS algorithm

The following graph shows an example procedure of this option, blue is the extension made by CP solution itself, red is the extension made by the security solution:
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The MME send Kenb and UE security capabilities to the eNB via Connection Establishment Indication (if no DL NAS message) or DL NAS Transport message. The eNB does not activate AS security, i.e. not performing AS SMC. The eNB selects an EIA and sends it to the UE via RRC DL Information Transfer message, even if there’s no DL NAS Message/Data needed to be transfer.

UE stores the selected AS EIA received from the eNB and uses legacy procedure to derive Kenb. When RLF happens, the UE uses legacy procedure to derive Krrc-int, and uses legacy procedure for generating the shortMAC-I. Same as legacy way, the UE sends shortMAC-I to the target eNB via RRC Re-establishment request, and then the target eNB forwards the shortMAC-I to the source eNB via RLF INDICATION message.

The source eNB uses legacy procedure to derive Krrc-int with UE security information, and uses legacy procedure to generate shortMAC-I, then verifies the shortMAC-I. If verification is successful, the source eNB sends UE context to the target eNB, which contains UE security information as normal.
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