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Introduction 
This contribution proposes to solve the 2 remaining editor’s notes in solution #7.8: Opportunistic encryption for IMSI exchange”.
The first EN was mentioning another key issue that could be solved by this solution. This EN is solved by explicitly mentioning the key issue #7.9.  
The second EN was dealing with the possibility to resist against an active attack. This EN is solved in a similar way than solution #7.9, i.e by adding a NOTE at the beginning of the solution stating that “This solution addresses passive attacks only”.
Proposed pCR
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NOTE: This solution addresses passive attacks only.
This solution addresses key issues #7.2 and #7.9.
Editor's note: This solution may also address the key issue planned in the EN of 5.7.4.3 “The exposure of HPLMN’s routing information (e.g. MCC and MNC in case of IMSI) will be dealt with in a new KI”.
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In this solution the UE and the gNB use opportunistic encryption in order to exchange the IMSI when it is strictly necessary. It is thus assumed that a previous attempt with a temporary identifier has failed as indicated in Figure x (step 1 and 2). 
To avoid a clear text transmission of the IMSI, the UE can build a secure link over the radio air interface with the gNB. It is for further study which opportunistic algorithms can be used by the UE and the gNB. Examples of algorithms are:
· cryptographic algorithms based on elliptic curves such as Diffie-Hellman. This algorithm has the advantage to be well developed but requires high computing capabilities.
· secret key generation that takes advantage of channel randomness to design a key that is shared only by the gNB and the UE. This algorithm requires less computing capabilities (as it re-uses the channel estimation resource). However, this algorithm mainly applies in Time Division Duplex (TDD).
The information necessary for the setting of such scheme can be exchanged:
· during the prior exchanges of the identification procedure (during the attempt with temporary identifier step 1 of figure x). This solution increases signalling but enables a faster computation of the algorithm in case of IMSI transfer.
· in a specific procedure after the failure of the temporary identifier corresponding to step 3 of figure x. In this case, the classical procedure with the temporary identifier is more efficient, but the later computation of the key between the UE and the gNB requires extra exchanges, what can cause latencies. 
The computed key protects both the HPLMN’s routing information part (MNC and MCC in LTE) and the subscriber’s identifier part (such as the MSIN in LTE) what provides an enhanced protection against eavesdropping (step 4 of figure x).
Moreover, this key can be computed and held into memory once the authentication is performed, for a further usage to protect a new attach procedure, or to protect the exchange of other sensitive information regarding privacy. In addition, it can be used in another integrity control mechanism.
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Figure x: Generalized data-flow for opportunistic encryption 
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Editor's note: It is FFS to show how opportunistic encryption can be resilient against active attack
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