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1	Decision/action requested
Removal of EN in subclause “5.8.2	Security assumption”s under Security Area #8
2	References
(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)
(For changes against a draft TS/TR, a pseudo CR - a.k.a. pCR - will be provided using this Tdoc template. In this case, the number, name and version of the draft TS/TR used as base must be provided and the version must be the latest available version of the draft TS/TR.)
<Examples of references, please delete when you have inserted your actual references:
[1]	3GPP TR 33.899v0.6.0 (2016-11) Study on the security aspects of the next generation system
3	Rationale
The following 2 ENs under 5.8.2 Security assumptions of Security Area #8 are proposed to be removed, since
1) Editor's Note: This clause will document security assumptions related to network slicing. 
This was a placeholder and the description for the security assumption had been added. 

2) Editor’s Note: This list may not be exhaustive and may be revised depending on the progress in the other working groups.
This statement is true, but general may not be necessary. 
There are already a good number of items (12) in the list. Without the statement, the list may always be extended with justification, if needed. 

4	Detailed proposal
[bookmark: _Toc467572817]It is proposed to approve the following changes for inclusion in TR 33.899 
pCR	
*** BEGIN CHANGES ***
[bookmark: _Toc452622503][bookmark: _Toc452659565][bookmark: _Toc452659978][bookmark: _Toc452660397][bookmark: _Toc452662545][bookmark: _Toc452966656][bookmark: _Toc452967073][bookmark: _Toc452967487][bookmark: _Toc452967900][bookmark: _Toc452970209][bookmark: _Toc457918337][bookmark: _Toc457919405][bookmark: _Toc467573475][bookmark: _Toc467858281]5.8.2	Security assumptions
Editor's Note: This clause will document security assumptions related to network slicing. 


In order to better capture the security assumptions for network slicing, the following aspects need to behave been taken into consideration:
-	Network function sharing; 
-	Access network sharing;
-	Access from less trusted networks;
-	Coexistence within a network slice with 3rd parties’ network functions;
-	Coexistence between network slices with different security assurance requirements; 
-	Simultaneous UE connections to multiple network slices;
-	Simultaneous UE connections through different access technologies.
-	Possible deployment scenarios and trust relationship between the network operator and the service provider, e.g. third party application server.
- 	Initial access by UE to the network by including a network slice selection parameter, if UE has such a parameter provisioned. 
- 	UE authentication by network 
- 	network Network and/or network slice authentication by the UE
- 	Network selection of network slice and assignment to UE, based on the network selection parameter.

Specifically, the following security assumptions have been made:  
-	Access network can be shared by multiple slices. There could be different access networks, through which UE access slices. Some network access may be less trusted. Security isolation and protection mechanisms for access networks may be required; 
- 	UE may access one or multiple slices at the same time. UE may access one or more slices through different access technologies. UE may be authenticated and/or authorized by Network and/or slices; UE may authenticate Network and/or slices;
-	UE may include a network slice selection parameter during initial access, if UE has such a parameter provisioned. Network may or may not select network slices for UE based on the network selection parameter.
- 	Some control-plane network functions, e.g. AMF, are shared by multiple slices. There are also slice-specific control-plane network functions, e.g. SMF, that are not shared by multiple slices. Mechanisms for secuirty isolation of control-plance network functions may be needed;   
-	One slice may be shared by different entities, e.g. some network functions are for one entity and some are for others. Secuirty isolation mechanisms may be needed;
-	There may be different deployment scenarios and trust relationship between a network operator and service providers, e.g. third party application server.

Editor’s Note: This list may not be exhaustive and may be revised depending on the progress in the other working groups.

*** END OF CHANGES ***



