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1
Decision/action requested

It is proposed to agree the Key Issue #2.9 into phase1.
2
References

[1]
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[2]
3GPP TS 22.261 "Service requirements for next generation new services and markets".
3
Discussion
The goal of this Key Issue#2.9 is to discuss the security for UE accessing to network for service provider. 
Besides, 3GPP TS 22.261[2] and TR 23.799[1] already observed that the NextGen system should provide flexible authentication capabilities based on identities, credentials and AAA servers which is provided and managed by service provider. 
In TS 22.261[2], section 8.4 Authorization
Based on operator policy, the 5G system shall provide a means to verify whether a device is authorized to use prioritized network access for a specific service.
Observation 1: The network should support device access authentication and authorization for service connectivity.

In TR 23.799[1], agreement on session management and service continuity 
16. If the mobile operator has a business relationship with a third party service provider, in order to enable the authorization of access to the third party services in addition to the NG system access authentication, the UE may provide in a PDU session establishment procedure some information for verification generated between the UE and the third party service provider.
Observation 2: Based on the business relationship between the operator and service provider, authorization should be supported to access to service provider by the operator network.
From the architecture point of view, since SA3 has already defined the AUSF and ARPF as follows:
ARPF: The ARPF shall reside in a secure environment in an operator’s Home Network or a 3rd party system, which is not exposed to unauthorized physical access. The ARPF interacts with the AUSF.

AUSF: An authentication function that interacts with the ARPF and terminates requests from the SEAF. The AUSF shall reside in a secure environment in an operator’s network or a 3rd party system, which is not exposed to unauthorized physical access.
Observation 3: The AUSF and the ARPF can reside in or be managed in service provider’s system. Hence, there are several possible interfaces according to these depolyments should be taken into consideration when designing security architecture during the normative phase1.
· APIs between the AUSF residing in the operator’s network and the service provider’s AUSF
· APIs between the AUSF residing in the operator’s network and the service provider’s ARPF
· Both of the AUSF and the ARPF are managed by the service provider.
As decribed in Key Issue#8.3, the security of scenarios that services offered by the network slice should be considered. The network slice could either belong to the MNO or a service provider.
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Observation 4: When the slice is allocated to a service provider, the ability of the provider to verify and ascertain the identifier of the subscription, trying to gain access to the slice, becomes a critical security component to be addressed.
In the end, the similar Key Issue#2.10 secondary authentication for network slice access by 3rd party service which aslo discusses a flexible authentication framework for operator and service provider is already put into the phase1. 
Observation 5: All the service provider related key issue should be discussed together in phase 1. 
Proposal: Since key issues about network slice and security architecture are also in phase1, all the service provider related key issues those would have possible impacts on architecture and network slice should be discussed together in phase1. 
4
Conclusion
The purpose of this contribution is to propose to put the Key Issue#2.9 Security for service provider connectivity into the phase1.
