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5.2.4.12

Solution #2.12: Mutual Authentication and Security Agreement

5.2.4.12.1
Introduction
This solution addresses key issue #2.1, #4.1. #7.2, #7.3, and the following security areas in TR 33.899:

1. Security Area No. 2, Authentication. Provides a mutual authentication mechanism.

2. Security Area No. 3, It leverage the EPS-AKA mechanism for deriving security and keying materials for protecting all signaling and userplane traffic between the NG-UE and the network. It also derives keys for protecting the Initial authentication.

3. Seciurity Area No. 4, It provides a mechanism to allow the network to integrity protect any message at the level of NAS and AS even in the scenarios when the UE and the network goes out of synchronization or the network is not able to validate the authenticity of the NG-UE or any of its signaling messages.

4. Security Area No. 7: It protects the user/device privacy by protecting the subscriber and device identifiers at all times and in all scenarios.

5.2.4.12.2
Solution Details
5.2.4.12.2.1
NG Security Architecture

This solution assumes the following Next Generation security architecture principles:

· There is a Security Anchor Function (SEAF) that resides in the core of the serving network. 

· The SEAF performs the role of the authenticator.

· The security architecture shall consider the case of CP and UP split and have mechanisms to provide the needed security materials to the UP node.

Editor’s Note: How this solution works with LI requirements is ffs.
5.2.4.12.2.2
NG-MASA Main Security Aspects

Initial Authentication: 
· Initial Authentication is executed when the NG-UE does not have any currently valid security association with the access network.

· Initial Authentication utilizes Asymmetric public key of the Home Network in addition to the subscriber symmetric key ‘K’ and other security material that is stored in the (e)UICC.

· Initial Authentication is completed in 4 messages which includes the security agreement exchange for Non-Access Stratum signaling, e.g., NAS.
· Initial Authentication utilizes the Home Network public key to encrypt the Initial Authentoication Request message and protect the subscriber identity, e.g., IMSI. 

· Initial Authentication utilizes the subscriber symmetric key ‘K’ and other security credentials to secure and protect the Initial Authentication Response (IAS) sent from the SeAN to the NG-UE.

· Mutual security agreement is derived and agreed upon between the NG-UE and Network for all signaling and user plane traffic; NAS, RRC, user plane traffic, etc. 
· The serving network public key is securely communicated to the NG-UE in the Initial Authentication Response. This SN public key is used by the NG-UE to validate network signature in odd and error case scenarios.
· Initial Authentication utilizes Asymmetric public key of the Home Network to  the Initial Authentication Request while using the subscriber symmetric key ‘K’ and other security material that is stored in the (e)UICC to secure the Initial Authentication Response (IAS) from the SeAN to the NG-UE.
· During Initial Authentication, the AUSF/ARPF generates the normal AV(s) and delivered to the SEAF .  SEAF follows current procedures to deliver respective AV to the NG-UE in the Initial Authentication Response. The AV is used to develop the security keying material for securing communications between the NG-UE and the serving network beyond the Initial Authentication procedure.
(Re)-Authentication: 
· This is executed when NG-UE and access network has a current valid security association but the network request the NG-UE to re-authenticate.
· It follows the current LTE 3GPP EPS-AKA mechanism when using UE Temporary Identifier only.
Editor's Note: Cross referenceing with security area 7 solutions in regard to IMSI protection is ffs.
5.2.4.12.2.3
NG-UE Functionality

5.2.4.12.2.3.1
Initial Authentication Request (IAR)

· Initial Authentication Request is sent from the NG-UE to the serving network SEAF in resonse to Identify Request message from the SEAF.

· Initial Authentication Request carries two main blocks of information which can be identified as follows:

· IAR Inner Block 

· This block of the IAR includes security information related to NG-UE, e.g., UE security capabilities, IMSI, RAND1, RAND2, COUNTER.

· NG-UE generates RAND1 and RAND2 to be used to protect the respective blocks of the IAR and IAS as described in the following sections.

· NG-UE uses the RAND1 and the ‘K’ key to generate an Initial Authentication Request encryption and integrity protection keys, KIARenc + KIARint

· NG-UE uses KIARenc to encrypt the IAR inner block. The encrypted block is referred to as the IAR inner block.

· IAR Outer Block
· NG-UE will add RAND1 and IMSI.

· NG-UE uses KIARint to integrity protect both the Inner and outer IAR blocks and generate MAC.

· NG-UE encrypts the IAR message (including Inner and the Oter Blocks) using the Home Network public key.

· NG-UE includes the Home Network Identifier (HID) that is associated with the home network public key that was used to encrypt the IAR. This comprises the entire IAR,
5.2.4.12.2.3.2
Initial Authentication Response (IAS)

· Initial Authentication Response is sent from the serving network SEAF to the NG-UE in resonse to Initial Authentication Request.
· In addition to the existing security material the SEAF currently receives from AUSF/ARPF, SEAF also receives the security keys to integrity protect and encrypt the IAS, KIASenc + KIASint.

· SEAF includes the security parameters that SEAF agrees with to use with UE based on the UE security capabilities that was received from the AUSF/ARPF. SEAF encrypts the information in the inner block using KIASenc.

· In addition, the SEAF adds the serving network ID (SNID), the serving network public key (SNPK), and the RAND2 and then integrity protect the whole IAS message using KIASint and includes the MAC.

· NG-UE Check the RAND2 as the same number that was included in the inner block of the respective outstanding IAR.

· NG-UE uses RAND2 and the subscriber ‘K’ with other keying material to derive KIASenc + KIASint. These keys could be derived ahead of time at the time of IAR initiation.

· NG-UE calculates the MAC for the IAS and compare with the MAC included in the IAS. If validation passes, then the NG-UE decrypts the inner block of the IAS using KIASenc to recover the rest of the material.

· NG-UE can use AV material received AUTN and RAND to validate the newtwork authenticity.

· NG-UE validates the security parameter agreed upon and selected by the access network.

· NG-UE recovers the SNID and SNPK and save them to be used to validate error messages received from the serving network.

· When everything is successful, NG-UE sends Security and Authentication Complete message while integrity protected and encrypted using NASenc and NASint keys based on the communicated AV material.
NOTE: 
This solution does not address the case when the serving network lies about its public key.
Editor’s Note: Whether serving networking lying about its public key is a serious security threat is FFS.

5.2.4.12.2.3.3
Changes to S6a User Authentication and Data Request

· SEAF includes in the Authentication and Data Request the entire received Initial Authentication Request as received from the NG-UE.

5.2.4.12.2.4
Changes to AUSF/ARPF Functionality

5.2.4.12.2.4.1
Handling of Authentication and Data Request

· When AUSF/ARPF receives the Authentication and Data Request from the SEAF, AUSF/ARPF retrieves the IAR message.

· AUSF/ARPF uses the HID to retrieve the home network private key (this could be done by the authentication center). 

· AUSF/ARPF uses the Home Network private key to decrypt the IAR and recover the user IMSI, RAND1.

· AUSF/ARPF access the subscriber record associated with the recovered IMSI and retrieve the ‘K’ key and other subscriber information.

· AUSF/ARPF uses the RAND1 and ‘K’ to derive KIARenc + KIARint. 

· AUSF/ARPF uses KIARint and the inner and outer block of the IAR to calculate the MAC and compare it to the MAC included to validate the integrity of the IAR. If validation passes, AUSF/ARPF validate the freshness of the message by checkeing the COUNTER received in the Inner Block of the received IAR as listed in next step.

Editor’s Note: It is FFS whether a more sophisticated counter mechanism would provide more efficient replay protection.
· If integrity of IAR passes, AUSF/ARPF uses KIARenc to decrypt the IAR inner block. Then the AUSF/ARPF does the following verifications:

· Check the freshness of the IAR by checking the received COUNTER.

· Recover the UE security capabilities to be included back to the SEAF in the respective Authentication and Data Response.

· Recover RAND2 to be used to derive KIASenc + KIASint keys which will be used to secure Initial Authentication Response.

5.2.4.12.2.4.2
Handling of Authentication and Data Response

· AUSF/ARPF includes the following information in the Auth & Data Response:

· Received UE Security Capabilities

· KIASenc + KIASint 

· Received RAND2. 
Editor’s Note: Whether to implement these functionalities in HSS or in an additional layer that can sit in front of HSS while keeping HSS unchanged is ffs.
Editor’s Note: Protocol goals and how they are achieved are ffs in the evaluation section.
Editors Note: The security value of sending UE Security Capabilities to HSS is FFS.
5.2.4.12.2.4.3
Changes to SEAF Functionality

In comparison to the current LTE MME functionality and the possibility for SEAF being the NG security Anchor Node, the following are the changes required to handle Initial Authentication.

· Authenticity and validation of the NG-UE through the Initial Authentication procedure is communicated by the AUSF/ARPF to the SEAF.

· SEAF uses the received UE Security Capabilities to decide on security parameters with the UE. SEAF includes these security parameters in the IAS Inner Block.

· SEAF includes the serving network ID, SNID, and the serving network public key, SNPK, and security parameters that are needed outside the Inner block of the IAS.

· SEAF uses the received KIASint + KIASenc keys to integrity protect and encrypt the IAS.

NOTE: 
In order to prevent some potential DoS attacks on the Home Network, the Serving Network should enforce a reasonable rate limit of IAR message per UE. Even if a UE is still un-identified in the SN, the SN is supposed to give the UE some "radio ID" in order to route messages back to the UE. So there should be a rate limit, e.g., 1 IAR message per second per "radio ID". If the UE is malicious, the UE could also claim several times to be another one in order to receive different "radio IDs". Therefore, there should also be an overall IAR rate limit per base statione.
5.2.4.12.2.5
Initial Authentication Call Flow Details
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Figure 5.2.4.12.2.5-1: Call flow of NG-MASA Initial Authentication
The Key steps are as follows:

1. UE is configured with a (e)UICC with ‘K’ key and the Home Network ID and its associated public key.

NOTE:  
Home network ID and Home network public key can reside either in the UICC or in the UE. It is an operator specific configuration option.
2. SEAF send Identity Request message to NG-UE. NG-UE considers this as an indication to initiate Initial Authentication.

3. NG-UE performs the following:

a.  Request the (e)UICC application to generate required security material for initial authentication, RAND1, RAND2, KIARenc, KIARInt, KIASenc, KIASint, and COUNTER.

b. NG-UE builds IAR with Inner block being encrypted using KIARenc and Inner and Outer blocks are integrity protected by KIARInt. 

c. NG-UE encrypts the whole Inner & Outer blocks of the IAR including the MAC with the home network public key.

d. NG-UE sends IAR to SEAF.

4. SEAF identifies the Home Network based on HID in the IAR and send Authentication and Data Request to the AUSF/ARPF. SEAF ensures including the IAR in the message.

NOTE: 
Having the HID on the clear may contribute to the possibility of tracking the UE or a group of UEs which belong to the same home network and using the same HID. 
5.  When AUSF/ARPF receives the Authentication and Data Request message, AUSF/ARPF perform the following steps:

a. Decrypt IAR using Home Network Private key that is associated with the HID & Recover IMSI and RAND1.

b. Access the Subscriber record based on IMSI and Generate ‘KIAREnc & KIARInt” based on ‘K’ and RAND1.

c. Generate the IAR message MAC based using KIARInt key and check the integrity of IAR and authenticate the UE.
d. Decrypt IAR Inner block, recover UE Security Capabilities, RAND2, and COUNTER. Use COUNTER to check freshness of the message.
e. If successful, AUSF/ARPF generates AV based on EPS-AKA

f. Generate IAS Encryption and Integrity keys using RAND2 and ‘K’. 

g. Deliver all material to SEAF in Data & Auth. Response including the UE Security Capabilities, RAND2, and KIASenc and KIASint.

6. AUSF/ARPF sends Authentication and Data Response to the MME with the following information:

a. Subscriber Identifier, IMSI

b. UE Security Capabilities.

c. KIASenc, KIASInt, RAND2. and

d. Authentication Vector(s)

7. SEAF recovers the Subscriber IMSI, UE security Capabilities, IAS keys, RAND2, and does the following:

a.  Examine the UE Security Capabilities and decides on the Security parameters.

8. SEAF builds IAS and send to the NG-UE. 

a. SEAF uses the KIASenc to encrypt the Inner Block 

b. SEAF adds the RAND2 In the outer block of IAS

c. SEAF integrity protect the whole IAS using KIASint before sending the IAS to NG-UE

9. NG-UE perform the following steps:

a. Validates the freshness of the IAS using RAND2.

b. Validate the integrity of the IAS message using KIASInt.

c. Decrypt the Inner block using KIASenc key and recover the AV, security parameters that the SEAF agrees on, KSI, etc.

d. The UE uses the current LTE 3GPP-AKA procedure to authenticate the network using RAND and AUTN as received in the IAS

e. NG-UE can generate NAS security keys.

f. After all is successful, the NG-UE sends Security and Authentication complete message with integrity protection and encryption is optional and as needed using the KNASInt and KNASenc.

……………

……………..
5.2.4.12.4 
 MASA NG-UE Security Capabilities Negotiation
The following subsections describe how NG-UE security capabilities are being negotiated for NAS, gNB-CP (RRC), and UP-GW (UP) protection and supported as per MASA Initial Authentication procedure. The following clauses avoid details that are being described in the main section of MASA solution details.
5.2.4.12.4.1
 NG-UE Functionality

· NG-UE builds IAR message according to MASA.

· UE includes inside the encrypted inner block of the IAR message its UE security Capabilities for NAS, gNB-CP, UP-GW and other parameters. UE sends IAR to SeAN.

· When the NG-UE receives the IAS message and after it authenticates the integrity of the message and authenticates the serving network, the NG-UE recovers the security parameters related to the agreed upon security capabilities as received in the inner block of the IAS message. These security capabilities cover NAS, gNB-CP, and UP-GW security capabilities.

· NG-UE generates the respective NAS, gNB-CP, and UP-GW security keys and sends the Authentication and Security Complete message to the SEAF.

5.2.4.12.4.2
gNB-CP Functionality
1. Option 1: A flag is used in RRC or similar protocol to indicate to gNB-CP that this is IAR message.

2. Option 2: SEAF uses the infrastructure DNS server or other means to recover the gNB-CP security capabilities.

3. In the case of option 1 which is described in the call flow in figure 5.2.4.12.3.5.1, gNB-CP adds its gNB-CP security capabilities to the message sent to the SEAF. This is outside the NAS message but within the transport protocol between the gNB-CP and SEAF, e.g., in LTE it is S1AP.

4. In both options 1 & 2, gNB-CP recovers the gNB-CP agreed upon security paramneters with the UE from the message that carries the IAS message to the NG-UE. SEAF includes these parameters outside the NAS message and inside the transport protocol between the SEAF and gNB-CP.
5.2.4.12.4.3
SEAF Functionality
A. SEAF acquires gNB-CP security capabilities

The following are different options for SEAF acquiring gNB-CP security capabilities:

1. gNB-CP includes its security capabilities inside the transport protocol (e.g., S1AP) in the message that carries the Initial Authentication Request. 

2. Whenever the gNB-CP comes up to service, the gNB-CP communicates its security capabilities to the available SEAF(s) and SEAF saves the gNB security capabilities against the gNB-CP ID.

3. SEAF uses the infrastructure DNS server to acquire the gNB-CP security capabilities.

B. SEAF acquires UP-GW security capabilities

The following are different options for SEAF acquiring UP-GW security capabilities:

1. SEAF acquires the UP-GW security capabilities either during provisioning or, 

2. SEAF acquires UP-GW security capabilities using the infrastructure DNS server based on the UP-GW ID.

NOTE: In many LTE implementations, the MME acquires the IP address of the S/P-GW via the infrastructure DNS server. In NG, similarly, it is possible when SEAF acquires the UP-GW IP address to also acquires its security capabilities.

C. SEAF Communicates all protocols security capabilities

1. After the SEAF receives the successful Authentication & Data Response from the AUSF/ARPF, it decides on the security capabilities for the NG-UE for the following protocols, NAS, gNB-CP, UP-GW based on the available NG-UE security capabilities, gNB-CP security capabilities, UP-GW security capabilities.

2. SEAF follows operator policy when deciding the security parameters for all respective protocols.
3. SEAF communicates the all protocols agreed upon security parameters to the NG-UE inside the IAS message.

4. SEAF communicates the gNB-CP protocol agreed upon security parameters to the gNB-CP node inside the S1AP message that carries the IAS message.

5. SEAF communicates the UP-GW protocol agreed upon security parameters to the UP-GW during the bearer establishment for the respective NG-UE.
Editor’s Note: Allowing the SEAF to make a decision on AS security algorithms based on gNB-CP security capabilities is FFS.

5.2.4.12.4.4
AUSF/ARPF Functionality
No changes from the standard MASA functionality.

5.2.4.12.4.5
UP-GW Functionality
The SeAN communicates the security capabilities for UP agreed upon with the UE to the UP-GW during the NG-UE bearer setup.

5.2.4.12.4.5.1
Initial Authentication Call Flow with NG-UE Security Capabilities Negotiation
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Figure 5.2.4.12.3.5-1: MASA Initial Authentication with NG-UE Security Capabilities Negotiation
The Key steps are as follows:

1. UE is configured with 5G (e)UICC with ‘K’ key, the Home Network ID, and its associated public key.

2. SEAF send Identity Request message to NG-UE. NG-UE considers this as an indication to initiate Initial Authentication.

3. NG-UE performs the following:

e.  Request the (e)UICC application to generate required security material for initial authentication, RAND1, RAND2, KIARenc, KIARInt, KIASenc, KIASint, and COUNTER.

f. NG-UE builds IAR as per MASA. In this step NG-UE includes NG-UE Security Capabilities inside the inner block of the IAR message. It also may include its IMEI. 

g. NG-UE encrypts the whole Inner & Outer blocks of the IAR including the MAC with the home network public key.

h. NG-UE sends IAR to SEAF.

4. Optionally, gNB-CP node adds its Security Capabilities to the transposrt message between the gNB-CP and the SEAF (e.g., inside S1AP message as per 4G).

5. gNB-CP sends the respective S1AP message that carries the NG-UE IAR message to the SEAF.

6. SEAF acquirs the gNB-CP security capabilities as per the listed options in clause 5.2.4.12.4.3and save them as part of the temporary context for the NG-UE.

7.  SEAF follows MASA and forward the Authentication and Data Request message to the AUSF/ARPF.

8. When AUSF/ARPF receives the Authentication and Data Request message, authenticate the NG-UE as per MASA and generates the IAS respective keys. AUSF/ARPF may recover the NG-UE IMSI and validate the NG-UE security capabilities.

9. AUSF/ARPF sends Authentication and Data Response to the SEAF as per MASA with NG-UE Security Capabilities included.

10.  SEAF recovers the Subscriber IMSI, UE security Capabilities, IAS keys, RAND2, and does the following:

a.  Examine the UE Security Capabilities and decides on the Security parameters.

b. SEAF may acquire the UP-GW security capabilities at this point after receiving the UP-GW identity from AUSF/ARPF or allocate it dynamically through provisioning and load balancing.

11. SEAF builds IAS and send to the NG-UE following MASA. In addition, SEAF include the gNB-CP protocol agreed upon security parameters in the S1AP message being sent to the gNB-CP node.

12. gNB-CP recovers gNB-CP protocol agreed upon security parameters and save it as part of the NG-UE current context.

13. gNB-CP forwards the IAS message to the NG-UE.

14. NG-UE validates the authenticity of the IAS and authenticates the network as per MASA. In addition, the UE saves all protocols agreed upon security parameters as part of its context. NG-UE sends the Security and Authentication Complete message to the SEAF.

15. SEAF communicates the agreed upon UP-GW security parameters to the UP-GW during the NG-UE bearer setup.

………….
***************End of Change 1****************
2. Conclusion
SA3 is kindly requested to accept the changes proposed in section 1 to the TR33.899.
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