3GPP TSG SA WG3 (Security) Meeting #85                                                         S3-1621011639
7-11 November 2016 Santa Cruz de Tenerife (Spain)                               revision of S3-161639404
	
Source:	Thales
Title:	pCR for adding solution for key issues #7.4 and #7.7: effective generation of temporary or short-term identifiers based on channel estimation 
Document for:	Approval
Agenda Item:	8.6.7	Subscription privacy
Work Item / Release:	Architecture and Security For Next Generation System / Rel-14 
[bookmark: OLE_LINK5][bookmark: OLE_LINK6][bookmark: OLE_LINK7][bookmark: OLE_LINK173][bookmark: OLE_LINK174]Abstract of the contribution: This pCR proposes a solution dealing with the key issues #7.4 “Using effective temporary or short-term subscriber identifiers” and #7.7 “Using effective temporary or short-term device identifiers”. This pCR was S3-161404 which was postponed after SA3#84b meeting. 
[bookmark: _GoBack]Introduction 
This contribution proposes to add the following solution to answer key issues #7.4 and #7.7.
The use of temporary and short-term identifiers will be crucial in next generation system to ensure privacy. New methods for facilitating the generation of effective identifiers must be considered.
This solution proposes to use the intrinsic randomness of channel estimation in order to feed the generation of such identifier. This method can be a stand-alone solution or can be combined with other techniques that may exhibit unsuitable deterministic properties in their generation process.
The main advantage of this solution is to reuse resources that are already computed (channel estimation is done for link adaptation) and can be used in the generation process of several temporary and short term identifiers.
Details about the randomness of channel propagation, spatial and time decorrelation of the channels were presented in SA3 during meeting SA3#80 in S3-152075.
Proposed pCR
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[bookmark: _Toc450799727][bookmark: _Toc452622496][bookmark: _Toc452659558][bookmark: _Toc452659971][bookmark: _Toc452660390][bookmark: _Toc452662538][bookmark: _Toc452966649][bookmark: _Toc452967066][bookmark: _Toc452967480][bookmark: _Toc452967893][bookmark: _Toc452970202][bookmark: _Toc457918330][bookmark: _Toc457919398][bookmark: _Toc457920108][bookmark: _Toc452659414][bookmark: _Toc452659827][bookmark: _Toc452660246][bookmark: _Toc452662394][bookmark: _Toc452966505][bookmark: _Toc452966922][bookmark: _Toc452967336][bookmark: _Toc452967749][bookmark: _Toc452970058][bookmark: _Toc453242622]5.7.4.z	Solution #7.z: Effective generation of temporary or short-term identifiers using channel estimation
[bookmark: _Toc450799728][bookmark: _Toc452622497][bookmark: _Toc452659559][bookmark: _Toc452659972][bookmark: _Toc452660391][bookmark: _Toc452662539][bookmark: _Toc452966650][bookmark: _Toc452967067][bookmark: _Toc452967481][bookmark: _Toc452967894][bookmark: _Toc452970203][bookmark: _Toc457918331][bookmark: _Toc457919399][bookmark: _Toc457920109]5.7.4.z.1	Introduction  
This solution addresses key issues #7.4 and #7.7.
It proposes a way to efficiently generate temporary or short-term identifiers in next generation system by using the randomness properties of channel estimation. 
The channel estimation is an important part of Channel State Information (CSI) that indicates how a signal propagates from the transmitter to the receiver. The CSI makes it possible to adapt transmissions to current channel conditions and to achieve reliable communication. Besides, channel estimation is unpredictable and presents random properties due to propagation effects such as scattering, diffraction, fading, and power decay with distance.
The principle of this solution is to take advantage of this randomness to feed the generation of temporary or short-term identifier.
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The solution assumes that CSI reporting is available in next generation system. Moreover, the solution assumes that a secure link has been established between the UE and the CN. 
In the following, the term depositary refers to the entity in the CN that manages the temporary/short-term ID that needs to be changed. From an LTE point of view, the depositary could be the MME (for GUTI), the eNB (for C-RNTI) or the PGW (for IP-address). 
The general process is illustrated in figure x and is described below.
1. The UE and the gNB are communicating over the Uu interface. For the purpose of the communication, channel estimation can be performed in order to adapt the link to the propagation conditions.

2. A change request is emitted in order to change a temporary/short term ID. This change request can come from the depositary, the gNB or the UE.

3. If no channel estimation was performed during 1, this is done by the UE and/or the gNB. Depending on the temporary/short-term identifier that needs to be changed, the channel estimation measured by the UE (option A) or the gNB (option B) is sent through CSI reporting to the depositary. The CSI report can contain the complete response or a selected part depending on the application case. 

In order to ensure the randomness of the CSI report, some processing can be applied on the channel estimation to improve its randomness quality. This operation can be done either by the UE or the gNB, either by the depositary in 4. 

4. The depositary uses the CSI report as a random source for the generation of the new temporary/short-term identifier. Depending of the application case, the depositary can :
· use only the channel estimation report as a source to generate a new identifier, 
· combine the channel estimation report with a own process that could exhibit deterministic properties (if based on counter for instance). The random channel estimation could efficiently hide these flaws.
Editor's note: How collisions are handled in the core network is ffs

5. The depositary transmits the new temporary/short-term identifier to the appropriate entity, UE (option A), or gNB (option B), depending on the application case.
[image: ]
Figure x: Generalized data-flow for generating temporary/short-term identifiers 
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The solution presented here has the following properties:
· The method reuses the computation of channel estimation that is done for other purposes (equalization, link adaptation, etc.) and thus does not require the implementation of new particular techniques.

· The channel estimation is unpredictable for an attacker. Indeed, with spatial decorrelation, an eavesdropper cannot observe the same channel and thus cannot compute the temporary identifier itself.
Editor's note: The unpredictability of the channel estimation is ffs 

· From one or more temporary identifiers, it is not possible for an unauthorized party to identify the corresponding permanent identifier as specified in 5.7.3.4.3. Indeed, the process does not rely on the permanent identifier. 

· From one or more temporary identifiers, it is not possible for an unauthorized party to predict the next temporary identifier as specified in 5.7.3.4.3 and 5.7.3.7.3. The computation of the next temporary identifier is based only on the channel estimation that is unpredictable and changes after only few seconds due to spatial and time decorrelation. 

· The method can be combined with other techniques that need to be randomized. It enables to use a simple generation process by the depositary completed by a random source from the channel.

· The method can be used both for any kind of temporary or short-term identifier (for subscriber, device, etc).

Editor's note: This method shall be evaluated in comparison with current techniques.
Editor's note: It is ffs to show how this method improves the refreshment of the temporary identifiers.
Editor's note: How to deal with mobility issue at the NAS level is ffs
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