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This PCR provides content for the new Solution #6.y: Dynamic Authorization by Trusted 3-rd Party, addressing Key Issue #6.y: Authorization decoupled from Authentication.

The differences between this contribution and the original S3-161619 are limited to typo corrections in message numeration in Figure 5.6.4.y.2-1 and typo corrections in captions in Figure 5.6.4.y.2-2 to align Figure 5.6.4.y.2-1 and Figure 5.6.4.y.2-2.

1. Introduction

Services in NextGen networks may be provided dynamically and possibly by more than one stakeholder/service provider. SA2 TR 23.799 describes requirements for authorization to be performed by a trusted third party in Sections 6.1.2 and 6.1.2.2.3.4. Such services will require dynamic authorizations. Authorization may directly follow an authentication or may be invoked later when a new service is requested, with or without a preceding authentication. 

This PCR addresses Key Issues 6.1: UE authorization and #6.y: Authorization decoupled from Authentication in cases with industrial factory deployment and where the Authorization is being handled by a Trusted 3rd-party, e.g., the industrial factory.
****************** Begin Change *******************

5.6.4.y
Solution #6.y: Dynamic Authorization by Trusted 3-rd Party
5.6.4.y.1
Introduction  
Services in NextGen networks may be provided dynamically and possibly by more than one stakeholder/service provider. SA2 TR 23.799 describes requirements for authorization to be performed by a trusted third party in Sections 6.1.2 and 6.1.2.2.3.4.

Such services will require dynamic authorizations. Authorization may directly follow an authentication or may be invoked later when a new service is requested, with or without a preceding authentication. 

This solution addresses Key Issues 6.1: UE authorization and #6.y: Authorization decoupled from Authentication in cases with industrial factory deployment and where the Authorization is being handled by a Trusted 3rd-party, e.g., the industrial factory.
5.6.4.y.2
Solution details 
The proposed architecture is illustrated in Figure 5.6.4.y.2-1. 
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 Figure 5.6.4.y.2-1. Dynamic Authorization by Trusted Third-party

The architectural components are described as follows:
· Access Control Policy Function (ACPF): The ACPF is responsible for generating the policies required for performing subscriber / user authorizations to slices / services. The policies are updated on a regular basis based on operator policies and uploaded to Authorization Function(s).

· Authorization Function (AuthF): This function performs the authorization based upon a request from a subscriber and then makes a decision using the access control policies provisioned by the ACPF. The AuthF issues a “Proof-of-Authorization” to a subscriber based upon possible additional authorization checks (e.g., equipment authentication). The AuthF is located within a trusted third party domain.

· Service / Slice Information DB (SIDB): The SIDB contains details about the services / slices such as (e.g. slice-id, expected security level of a slice)

· Authentication Repository and Processing Function (ARPF): This is a store for subscriber / NG-UE profile and security related information. 

· Enforcement Function (EF): These functions perform enforcements for policies relating to access control to services / slices based upon “Proof-of-Authorization”.

· Proof-of-Authorization (PoA): This is a proof by which an NG-UE can gain access to a service / slice. A PoA may be issued by an AuthF. The PoA may be in the form of signed messages or by means of tokens (e.g. OAuth token).

Editor’s Note: It is FFS how the architecture components described above can be mapped into approved SA2 components.

Description of the functional components:
· Policy Information Point (PIP): The PIP contains information about the various attributes that may be used for determining authorization. Examples of the attributes may include: subscriber profile information, slice / service information, device information etc. Examples of PIP, may include: ARPF, HSS 

· Policy Retrieval Point (PRP): The PRP is used as an entity that hosts general operator policies, slice / service policies, subscriber and device policies, general security policies (e.g. authorization / authentication ) etc. An example of a PRP is a Policy and Charging Rules Function (e.g. NG-PCRF). In addition to a traditional PRP, the PRF can aggregate the various policies for slice / service access in order to create a policy rule which may then be used by a PDP.

· Policy Decision Point (PDP): The PDP makes a decision based upon a NG-UE’s request and taking into considerations the different policy rules that may have been generated by the PRP. In the above scenario, the PDP function is performed by an AuthF. An example of an AuthF is a Prose Function. The PDP / AF generates a PoA based upon the authorization checks. The PDP is located within the domain of a Trusted Third party network. 

· Policy Enforcement Point (PEP): This is a function that enforces policies. The PEP is the function that provides access to a service based upon verification of a PoA.  This functional entity may reside at e.g., the eNB or the MME.

A high-level message flow diagram is illustrated in Figure 5.6.4.y.2-2. 
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Figure 5.6.4.y.2-2. Message flow diagram

Description of the steps for Figure 5.6.4.y.2-2:

1. The NG-UE requests authorization for access to a service (e.g. Prose Direct Discovery or Direct Communication or both) from AuthF.

2. The PDP creates a specific request to the PRP (PCRF) based upon the request from NG-UE.

3. The PRP obtains policies, subscriber information, equipment information, slice / service information, etc. from PIP which may involve various data sources (e.g. ARPF / HSS). The PRP aggregates the various policies and generates authorization rules. 

4. Based upon the rules that have been obtained by the AuthF, the AuthF may perform one or more additional authorization checks. Examples of such authorization checks may involve, an equipment authentication 

5. Based on the results of the authorization checks, the AuthF provides a PoA to the UE. The PoA may be in the form of one or more Access Token(s). It is assumed that the PoA is provided to the UE using a secure communications channel. 

6. The NG-UE securely stores the PoA, depending upon the type and validity of the PoA. In the case, of the access token, its scope and usage may be described in similar terms as the OAuth token.  

7. The NG-UE presents the PoA to the PEP / EF (e.g. eNB, MME). It is assumed that the UE presents the PoA to the EF using a secure communications channel. 

8. The EF verifies the PoA and determines the type of service access that has to be provided to the NG-UE. It is assumed that EF and AuthF share a trust relationship. 

9. After the EF verifies the PoA the NG-UE is granted access to the service. 

 5.6.4.y.3
Evaluation
FFS

******************* End Change ********************

2. Conclusion

It is proposed to add the contents of this PCR to TR 33.899
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