3GPP TSG SA WG3 (Security) Meeting #85                                                   S3-162050
7-11 November 2016 Santa Cruz de Tenerife (Spain)                       revision of S3-161609
Source:
ZTE, China Mobile
Title:
Adding the security requirements of user plane traffic differentiation
Document for:
Discussion/approval

Agenda Item:
7.1.3
Work Item / Release:
SCAS_PGW / Rel-14 
Abstract of the contribution: This pCR proposes the security requirements about the user plane traffic differentiation in the section 4.3.5 of TS 33.250.
Introduction 

This contribution proposes to add the security requirements about the user plane traffic differentiation.
Proposed pCR

***
BEGIN OF CHANGES
***
4.3.5
Network Devices


***
SECOND CHANGES (all new text)***
4.3.5.x
User Plane Traffic Differentiation
Requirement Name: User Plane Traffic Differentiation
Requirement Description:

The PGW shall support the user plane traffic differentiation (e.g. enterprise, internet, etc) by setting the specific APNs, and shall support the traffic isolation based on the APNs (e.g. using VPN). 
Editor’s note: Other 3GPP specifications need to be cross-checked for requirements on APNs, especially 3GPP TS 23.401. The above requirement may have to be adapted or replaced by a reference.
Security Objective references: tba
Test case: 

Test Name: TC_USER PLANE TRAFFIC_DIFFERENTIATION
Purpose:

1. To test whether the user plane traffics is differentiated by setting the specific APNs.
2. To test whether the traffic is isolated based on the APNs.
Procedure and execution steps:

Pre-Condition:
The PGW has configured several APNs for the testing, and every APN is configured to associate with specific VPN (e.g. the VPN can be GRE) for user plane traffic. For example, APN1’s traffic is sent and received by VPN1, and APN2’s traffic is sent and received by VPN2.
The PGW for which the test applies and that fail to meet this precondition fail the test by definition. 

Execution Steps

Execute the following steps:
1. The tester checks whether APN1’s traffic is sent and received by VPN1;
2. The tester checks whether APN2’s traffic is sent and received by VPN2;
3. The tester checks whether APN1’s traffic is not sent and received by VPN2;
4. The tester checks whether APN2’s traffic is not sent and received by VPN1;
Editor’s note: The test case need to be more detailed.
Expected Results:
The four tests should be successful.
Expected format of evidence:
The APN traffic is sent and received by the right VPN.
***
END OF CHANGES
***
