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*************** Start of Change ****************
*************** Change No. 1 ****************
6.11

Solution #11: A Method for IoT Service Layer Security Bootstrapping Solution
……….

*************** detracted text ****************
6.11.2
Solution Description

6.11.2.1
Proposed Architecture
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Figure 6.11.2.1.1 Proposed Architecture for Solution #11
The key network element is:

-
Service Capability Exposure Function (SCEF): This is the key entity within the 3GPP architecture for service capability exposure that provides a means to securely expose the services and capabilities provided by 3GPP network interfaces. It is expected that signalling data relevant to the IoT application boostrapping service will terminate at this node. As defined in TS23.682, SCEF has interfaces to the MME/SGSN(T6a/T6b), the HSS(S6t), the application server. The HSE functionality could reside as needed with SCEF.

The functionality of relevant interfaces used by this solution are:

-
 T6a: An interface between the SCEF and the MME to allow the SCEF to obtain the UE application layer session key (Ks) based on the UE session Identifier (GUTI).

.
-
S6a: Utilize this existing interface between the HSS and MME to allow HSS to provide a per-UE application layer session key to MME (Ks); In case of HSS providing multiple AVs, HSS provide one session key per AV.

-
Ua: An interface between the UE and the application server that transfers user plane data
*************** End Change No. 1 ****************
*************** Change No. 2 ****************
6.11

Solution #12: A Method for IoT Service Layer Security Bootstrapping Solution
……….

*************** detracted text ****************
……….

The key steps are as follows:

1)
MME starts access authentication request and requires the identity of the UE.

2)
The UE responses MME with IMSI to identify himself.

3)
The MME sends authentication data request to HSS to ask for materials to authenticate the UE mutually.

4)
HSS receives the request and searches the root key shared with UE using IMSI. HSS generates one or more AV, RAND, XRES, AUTH, CK, IK, KASME as in TS33.401. In addition, HSS will generate Ks based on CK, IK for the application service. The key Ks is generated as Ks=KDF(CK||IK, “End-to-End_IOT”).

5)
HSS responds to MME with the Authentication Vector. Authentication Vector (AV) consists of AV=(RAND, AUTH, XRES, KASME) as defined in 3GPP TS 33.401 [28]. HSS adds an indication to MME to indicate that MME needs to push the network authentication result and other subscribe information to SCEF.

5.1)
HSS pushes to SCEF the KeySet which is later used to be delivered to the application server. The KeySet contains the RAND from AV, IMSI and the key Ks.  This message is over S6t interface.

Note1 : If HSS sends multiple AVs to MME at a time, then HSS will pushes multiple RAND, Ks to SCEF (still with the same IMSI). SCEF will store all these information.

Note2: It is recommended to distribute only one AV at a time as the frequency of AKA runs is very low in the IOT scenario.
6)
MME sends user authentication request to UE, this request consists of RAND and AUTH as defined in 3GPP TS 33.102 [27] and 3GPP TS 33.401 [28].

7)
UE generates keys and check AUTH to authenticate the network, and computes response message RES. All the procedures are defined as in 3GPP TS 33.102 [27] and 3GPP TS 33.401 [28].

8)
UE sends the authentication response message RES to MME as defined in 3GPP TS 33.102 [27] and 3GPP TS 33.401 [28].
9)
MME checks RES by comparing RES and XRES as defined in 3GPP TS 33.102 [27] and 3GPP TS 33.401 [28].
10)
MME sends Authentication Successful to the UE together with GUTI generated by MME.

.

10.1 MME pushes the Notification message over the T6a interface to SCEF. The Notification message contains Authentication Result, RAND (from AV), IMSI and GUTI.
11)
UE generates the master key Ks and then generates key Ks_AS for application service. Ks_AS is generated in the form Ks_AS = KDF(Ks, AS_ID), where AS_ID is the identity of the application server.

12)
UE sends Application Request to the application server over the Ua interface. This message contains the GUTI received from MME in step 10, and msg. The content of msg depends on specific protocol.

13)
Once receiving the Application Request, the application server sends Key Requset to SCEF with GUTI, AS_ID. 

14)
SCEF receives GUTI, searches the database and finds out the state of the  Authentication Result according to this GUTI, If the state is Successful, then SCEF will find the application key Ks with RAND and IMSI. Then, SCEF generate application key Ks_AS based on Ks and AS_ID.
15)
The SCEF responds to the application server with the application key Ks_AS.

16)
The application server returns to the UE with Application Response
*************** End Change No. 2 ****************
***************End of Changes****************
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Conclusion
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