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Introduction 
At SA3#81 in Anaheim, SA3 agreed on a major update of the 3GPP security profiles for TLS, X.509 certificates, CRLs, IKEv2, ESP, and SRTP. The update provides a good basis for future releases. However, several issues remain, and as attacks, IETF standards, and deployments are updated constantly, yearly reviews of the security profiles are in order. Cryptographic algorithms and security protocols are a very active area with rapid changes in both standardization and deployments. While we do not anticipate as large update as in Rel-13, we anticipate significant updates in Rel-14 as well as in future releases.
References to the general 3GPP security profiles
The 3GPP profiles for IPsec, TLS, and X.509 are in Section 5.3 of TS 33.210 and Section 6.1 and Annex E of TS 33.310. 
Other 3GPP specifications refer to these profiles, but most of them have not been updated since Release 9. Some specifications that refer to the general security profiles are: 33.220, 33.221, 33.222, 33.234, 33.320, 33.402, and 43.318.
[bookmark: _GoBack]The proposed changes are implemented in CRs S3-161914, S3-161915, S3-161916, S3-161917, and S3-16abcd.
We propose the following changes (Rel-14):
TS 33.220
-  In Annex E, we propose to remove the exception that TLS 1.0 shall be supported.
-  In Annex H.3, we propose to update the example from “TLS_RSA_WITH_3DES_EDE_CBC_SHA” to “TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256”.
TS 33.221
-  In 4.4.6, we propose to remove the exceptions from the general 3GPP security profile.
TS 33.234
· In Section 6.5, 6.6, and 6.6A we propose to remove the exceptions to the general 3GPP security profiles.
(While most of 33.234 will be deprecated, 6.5, 6.6, and 6.6A are referred by 33.402 and need to be updated).
TS 33.320
-  In Section 8.3.4, the exceptions regarding RC4 can now be removed.
-  In Section 7.2.2 and 8.3.2.1 we propose to remove the exceptions regarding certificates, hash functions, public keys, and signatures.
TS 43.318
· In Appendix A.2 we propose to remove the exceptions to the general 3GPP security profiles.
TS 33.203, TS 33.222, TS 33.224, TS 33.402
-  No updates needed.
