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***
NEXT CHANGES
***
7.5
Security Mechanisms

GAN supports security mechanisms at different levels and interfaces as depicted in figure 9.
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Figure 9: GAN Security Mechanisms

1.
The security mechanisms over the Up interface protect signalling, voice and data traffic flows between the MS and the GANC from unauthorized use, data manipulation and eavesdropping; i.e. authentication, encryption and data integrity mechanisms are supported.

2.
Authentication of the subscriber by the core network occurs between the MSC/VLR or SGSN and the MS and is transparent to the GANC - however, there is a cryptographic binding between the MS-CN authentication and the MS-GANC authentication to prevent man in the middle attacks. GPRS ciphering is the standard LLC layer ciphering that operates between the MS and the SGSN (not applicable to GAN Iu mode). These mechanisms are out of scope of the present document.

3.
Additional application level security mechanisms may be employed in the PS domain to secure the end-to-end communication between the MS and the application server. For example, the MS may run the HTTP protocol over an SSL session for secure web access. These mechanisms are out of scope of the present document.

All signalling traffic and user-plane traffic sent between MS and GANC over the Up interface is protected by an IPsec tunnel between the MS and GANC-SEGW, that provides mutual authentication (using SIM credentials), encryption and data integrity using similar mechanisms as specified in 3GPP TS 33.234 [9]. 
 The exact mechanisms for the purposes of the current specification are defined in Annex A.
***
END OF CHANGES
***
�This seems informative reference to whole TS 33.234.
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