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1 Introduction 
This contribution proposes the NG UE credential storage requirements.  
2 Proposal
It is proposed to approve the pCR to be added to TR 33.899.
3 pCR 
***
BEGIN CHANGES
***
5.5.3.1
Key issue #5.1: Secure storage and processing of subscription credentials and identities

***
NEXT CHANGES
***
5.5.3.1.3
Potential security requirements


Within 3GPP Next Generation System: 

-
The subscription credentials and identifiers shall be stored within the NG User Equipment in a tamper resistant way. 

-
It shall be possible to perform a security evaluation / assessment /certification according to the respective security requirements of the entity storing and processing the subscription credentials and identities.

Editor's Note: It is FFS whether the the security evaluation / assessment assurance scheme to be used for evaluation is ffs of credentials and identifiers storage is within the scope of 3GPP and if so, the requirements related to it. 
-
The subscription credentials and identifiers shall be integrity protected within the NG UE.
-
The sensitive subscription credential information (e.g., secret keys, operator specific authentication algorithm customization parameters) shall be confidentiality protected within the NG-UE and shall never be accessible in the clear within the NG-UE outside of the confidentiality protected environment.

NOTE: The possible confidentiality protection of identifiers has a relation to the Privacy security area. 

***
END OF CHANGES
***
