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Abstract of the contribution: This contribution proposes a solution that uses a LTE-style mechanism for temporary identifier assignment in NextGen. The contribution also proposes to clarify the requirements in clause 5.7.3.4.3.
1 Proposal

The proposed solution addresses the key issue #7.4 "Using effective temporary or short-term subscription identifiers". The solution is also an enabler for the other solutions thataddress the key issue #7.1 "Refreshing of temporary subscriber identifier".
The contribution also proposes to clarify the requirements in clause 5.7.3.4.3.
It is proposed that the text in the clause pCR be added to the TR 33.899.

2 pCR 

***
BEGIN CHANGES
***

	Note to the rapporteur: All text is NEW. Therefore, for easier reading, track-changes are not present.


5.7.4.z
Solution #7.z: Privacy-enhanced LTE-style mechanism for temporary identifier assignment
5.7.4.z.1
Introduction  

This solution addresses the key issue #7.4 "Using effective temporary or short-term subscription identifiers".
In the current LTE system, the serving PLMN (c.f. MME) uses GUTI as a temporary subscription identifier. However, the home PLMN (c.f. HSS) uses only a permanent subscription identifier, i.e. IMSI. The GUTI is primarily used to minimize the exposure of the IMSI over the air. 

In order to completely thwart the IMSI Catcher attacks, it is likely that in the NextGen system, the home PLMN itself will use a temporary subscription identifier during the UE authentication (say IMSIPseudo). When there is an IMSIPseudo in place, the GUTI might look redundant at first. However, re-authenticating the UE is not required during all communications and therefore, for optimization, the serving PLMN may assign a GUTI to the UE. In this solution, the term "temporary identifier" is used to denote both the IMSIPseudo and the GUTI.
The other solutions addressing the different key issue #7.1 generally have a trigger that starts the temporary identifier refreshment. It is not in the scope of this solution to decide when to trigger the refreshment of the temporary identifier (e.g. IMSIPseudo at authentication request, GUTI at Tracking Area Updating request). However, this solution presents a mechanism of how the UE and the network share the common temporary identifier to be used the next time, and is therefore an enabler for the solutions belonging to the key issue #7.1.
5.7.4.z.2
Solution details  

This solution adopts the already existing mechanism in LTE where the network assigns a new temporary identifier to the UE in a confidentiality and integrity protected message, e.g. in ATTACH ACCEPT, TRACKING AREA UPDATE ACCEPT, or GUTI REALLOCATION COMMAND. It is left up to the network to decide which method to use for generating the next identifier, e.g. using output from a pseudo random permutation with a constant key and sequence, using new or pre calculated non-conflicting random values, or using new or pre calculated sequences, etc. 
However, since a poor implementation and/or policy configuration of the network could assign the same identifier repeatedly to the UE, the UE could be tracked using the "non-changing" temporary identifier causing a threat to subscriber privacy. Therefore, the solution enhances the existing mechanism in LTE by requiring that the new identifier assigned to the UE is not the same as the last one or two identifier(s) assigned to the same UE. 
In addition to requiring the network to not assign the last assigned identifier, it is crucial to specify the behaviour of the UE as well. Because, in absence of the UE's involvement, the network could, in practice, not follow the specification.  Therefore, in this solution, the UE verifies that next temporary identifier assigned to it is not the same as the last one or two. 
Editor's Note:
It is FFS to determine how many of last assigned temporary identifiers are sufficient for the UE to check to enhance the privacy.
If the UE determines that the verification has failed, it may react, for example by reattaching to the network, or by performing some self-crippling functions like refusing to use network slice, user plane data etc. Doing so will, on one hand, encourage the networks to ensure that the identifier is new. On another hand, implementation for toggling a fixed set of temporary identifiers (which is not good) will require even more considerations (e.g. more memory and processing to maintain the set and its state for each UE) and therefore will be discouraged.
Editor's Note:
It is FFS to determine if the user will be provided with options on what specific actions to take when verification fails (related to visibility and configurability).
5.7.4.z.3
Evaluation 

The temporary identifiers are supposed to be used in clear-text over the air and the whole purpose of using the temporary identifier is so that the subscription behind the temporary identifier is not identifiable. 

It should be carefully noted that predicting a temporary identifier and identifying the subscription behind the predicted temporary identifier are two different things. While identifying the subscription behind the temporary identifier is clearly a privacy issue, just predicting a temporary identifier that cannot be linked to any subscription is not a privacy issue. 

For example, consider that it becomes mandatory to reassign GUTI after every TAU procedure. In order to make minimal changes to the existing implementation, if some networks send the same old GUTI back to the UE, the GUTI can be linked to the same subscription and therefore becomes a privacy issue. However, if the UE makes sure that the newly assigned GUTI is not the same as the old GUTI, then it becomes unfeasible for an attacker to link the two GUTIs together even if as simple as a counter is used to generate next GUTI. The reason is explained next. 

In terms of LTE, the GUTI is unique per subscription in the MME and typically one MME may handle hundreds of eNBs and several millions UEs. The two consequent GUTIs assigned by the MME might end up in eNBs or UEs geographically very far from each other. Therefore, first of all, it is physically unfeasible for an attacker to record all the GUTIs covered by the MME, in order to be able to predict the next GUTI. Second, even if the attacker may predict the next GUTI, it is unfeasible to link it to any particular UE when there are more than one UE in the area. Note that if there is only one UE in the area, then no matter how random the next GUTI is, all the GUTIs point to the same UE anyway. The attack becomes even more unfeasible in case of IMSIPseudo because the IMSIPseudo is unique per subscription in the HSS, and the HSS covers the whole PLMN.

It also seems unnecessary to impose any other complexity, e.g. good random, for the temporary identifier generator. For example, when something like a hash function is used with some UE specific and freshness parameter, it is possible but not practical for the network to know in advance what value is generated next. The network needs to verify that the newly generated value is not already assigned to another UE. If the value is already assigned, the network must generate another value and again perform the verification. This process needs to be repeated until an unused value is generated. Such a process, while being possible, is not practical because as the number of currently assigned values increase, the chance of generating an unassigned value decreases. It means that the time for generating new temporary identifiers increases for every new assignment.
Therefore, it seems necessary and sufficient to assure that a newly assigned temporary is not the same as the old temporary identifier. 

The solution addresses both the requirements in the key issue #7.4.
The solution is also an enabler for the solutions that address the key issue #7.1 "Refreshing of temporary subscriber identifier".
***
NEXT CHANGE
***

5.7.3.4.3
Potential security requirements

-
From one or more temporary identifiers, it shall not be feasible for an unauthorized party to identify the corresponding permanent identifier.

-
From one or more temporary identifiers, it shall not be feasible for an unauthorized party to predict the next corresponding temporary identifier (i.e. the next temporary identifier of the same subscription).
***
END OF CHANGES
***
