3GPP TSG SA WG3 (Security) Meeting #85
S3-161854
7-11 November 2016 Santa Cruz de Tenerife (Spain)
revision of S3-13abcd
Source:
KPN
Title:
FS_NSA Authentication – Adding details to solution 2.11
Document for:
Approval
Agenda Item:
8.6.2
Work Item / Release:
FS_NSA / Rel-14
Abstract of the contribution: This contribution refines and improves on solution 2.11 that deals with signalling overload situations due to UE triggered authentication.
1. Introduction
Solution 2.11 aims at managing authentication overload due to malicious intent or configuration errors. Although similar in mechanism, it differs from solution 2.5 where an authenticated UE is assumed. Furthermore, this solution takes the malicious UE as a starting point which is slightly different from solution 2.5. Therefore, it is proposed to continue the converging work on both solutions and accept this contribution into the TR.
In this proposal we refine text and resolve the following Editor’s Note: 
Editor’s Note: This solution does not address the case of malicious UE that keeps changing its ID.
This Editor’s Note is true. However, the network cannot identify UEs that continuously change their ID and so no network-based solution could solve this.
2. Text proposal

*** First Change ***
5.2.4.11
Solution #2.11: Managing authentication overload using back off timer
5.2.4.11.1
Introduction
This solution addresses key issue 5.2.3.7 of reducing signalling overload. In particular, it addresses the issue where a large number of UEs controlled by the attacker to repeatedly initiate the authentication process in a short period of time. It also addresses the issue that even in the absence of an attacker, a large amount of signalling overhead may occur when a great number of IoT devices start authentication at the same time.This may happen when an IoT application is configured to send data at a particular time.

This solution provides a back off mechanism. Using the back off mechanism, the network informs the UE to stay away from the network for a determined period; the back off mechanism can be triggered by monitoring of events from a single UE or by monitoring the network load at some points in the network. In either case, the UEs are not blocked permanently, but rather are instructed to stay away at some time.
5.2.4.11.2
Solution details
5.2.4.11.2.1 High level overview

The network should monitor related signalling messages, such as authentication messages. In case the number of signalling messages reach beyond a certain threshold (or the network detects otherwise that an overload situation occurs), the network may instruct the UE to 'back off' for a time X. A UE receiving such a message should refrain from sending signalling messages until the time X has passed. The same back off timer may also be provided to the access network, so that it can reject the respective UE for the time being. The network may decide to grant the UE a time interval during which the UE is allowed to send signalling messages. In that case the network provides the UE with a time X and a time Y and asks the UE to reattach between time X and time Y. The UE can randomly decide when to send signalling messages within this time interval.

5.2.4.11.2.2 Detecting signalling overload

The detection of signalling overload may occur at any place in the core network that is relevant for the specific signalling. In this solution, we assume an attach or authentication and so monitoring in the NextGen equivalent of the MME is a likely place. In order to do so, the MME will have to store the following:

· Temporary Subscriber Identifier: the NextGen eqvuilent of the TMSI or GUTI

· For detected UEs: the timers X (and optionally Y).

5.2.4.11.2.3 Detailed Description for Authentication case

In this clause we present how this solution works for the case that the UE repeatedly authenticates to the network. A UE that repeatedly initiates the authentication process in a short period will cause network resources to be exhausted. If the network determines that authentication frequency of one UE is higher than a certain  threshold, the network will consider the UE’s behaviour as abnormal and block the UE’s authentication process for a back-off time and provides this information to both the Access Node and the UE. If the network sets an interval during which the UE is allowed to return, it provides the interval to both the UE and the Access Node.

 SHAPE  \* MERGEFORMAT 



Figure 5.2.4.11.2.3-1：Procedure for Blocking Illegal UE causing repeated authentication, showing the case where the UE maliciously tries to connect back to the network
The authentication attempts are monitored at the authentication server. When the number or rate of authentication failure of one single UE is higher than a certain  threshold, then the back off timer is set which communicated to the access node and the UE as well. Here, in order to identify a specical UE, RRC connnection request has to carry the UE identifier that can be used to identify the UE for a consistent period of time, e.g. Temp ID or a longer term identifier. The back off timer is stored at the AUTH server, in the UE and in the Access Node. During the back off timer, the UE is not supposed to return to the network, contrary to the malicious behaviour that is shown in the figure above.
NOTE: 
If the UE authentication fails, the authentication server should send a message to notify the access node to release the UE context with the cause of authentication failure. E,g. in the LTE 3GPP-AKA authentication, the MME sends the UE context release command with the cause of authentication failure to the eNB.
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Figure 5.2.4.11.2.3-2：Procedure for Blocking legal UE, showing a malicious UE trying to reconnect.
For the above case where only the authentication frequency is higher than the normal frequency, the network may decide that the UE’s behaviour is abnormal and block it. The exact threshold is up to the operator to specify and may bedependent on the specific service model. E.g. if the normal authentication frequency is A, then a threshold may be 2*A. Another example of a threshold could be a frequency of authentication failure is higher than a certain vaule, e.g. 3 times per secondThe back-off time also can be set to different values depending on what is detected.
Editor’s Note: This solution interworking with privacy solutions is ffs.

Editor’s Note: This solution assumes that the UE is capable of triggering the authentication procedure. This solution needs to be revisited if a UE triggered authentication mechanism is considered for NextGen.
Editor’s Note: What kind of ID available to access network for tracking the UE and how it is protected, e.g., Temp ID, RAN specific ID, or IMSI, is ffs.

NOTE: 
To identify a special UE in the access node, the RRC connection request message has to carry an identifier that can be used to identify the UE for a consistent period of time, e.g. Temp ID or a longer term identifier.
5.2.4.11.3
Evaluation
The procedure for handling Illegal UE repeated authentication may introduce a DoS attack on a specific UE using this UE specific temporary or permanent Identifier.
Editor’s Note: A complete evaluation is still needed.

*** End of First Change ***
UE





Access node





AUTH server





Random access





Mutual Auth failed





 Random access





 Mutual Auth failed





Random access access





 Mutual Auth failed





…





…





 Start time T





Random access access





Random access





…





  Back-off time S





N times failure for time t





RRC connection





RRC connection





RRC connection





RRC connection request





RRC connection request





UE





Access node





AUTH server





Random access





Mutual Auth failed





 Random access





 Mutual Auth failed





Random access access





 Mutual Auth failed





…





…





N times failure for time t





RRC connection





RRC connection





RRC connection





 Start time T





 Start time T





Set timer T for UE





Set back off timer





 Start time T





…





  Back-off time S





RRC connection request





Random access





UE





Access node





AUTH server





Random access





Mutual Auth success





 Random access





 Mutual Auth success





Random access access





 Mutual Auth success





…





…





 Start time T





Random access access





Attach request





Random access





 Attach request





…





  Back-off time T





M times Authentication Process for time t





…





RRC connection





RRC connection





RRC connection





RRC connection





RRC connection





UE





Access node





AUTH server





Random access





Mutual Auth success





 Random access





 Mutual Auth success





Random access access





 Mutual Auth success





…





…





 Start time T





Random access access





Attach request





Random access





 Attach request





…





  Back-off time T





M times Authentication Process for time t





…





RRC connection





RRC connection





RRC connection





RRC connection





RRC connection





Set back off timer T





 Start time T








�Old figure deleted


�Old figure deleted.





