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Introduction 
This contribution proposes to add the key issue in the section 5.16.3 of TS33.899.
Proposed pCR
***	BEGIN OF CHANGES	***
[bookmark: _Toc463867212][bookmark: _Toc463451519]5.16.2	Security assumptions
Editor's Note: This clause will document security assumptions related to each security area.
[bookmark: _Toc463867213][bookmark: _Toc463451523]5.16.3	Key issues
5.16.3.x	Key issue # 16.x: fraud prevention
[bookmark: _Toc463451524]5.16.3.X.1	Key issue details
In 3GPP network, spoofed call and child pornography harassment and other issues are significant problems in many countries, not only affecting the user experience seriously, but also reducing the user's trust in the communications network and the value of the communication network.
In order to comply with laws and regulations, to protect users from junk messages, to enhance network reliability, and to improve the network value, various types of security assurance system have been established. Generally, operators establish a set of independent security assurance system through patching up after the network construction and deployment is completed. In this way, each network deployment needs the patching up of more than one corresponding security assurance systems, resulting in low efficiency and high cost. In addition, the current security assurance systems are mostly proprietary solutions, which mean high cost and lack of interoperability between operators. In some scenarios, collaboration between operators is critical, such as spoof call prevention.
Currently, the scheme of calling for Spoofed call mainly focuses on calling-origin identity spoofing. However, calls based on interworking from other network are not covered in the current scheme, which are significant sources of spoofed call. For example, Calls from other network disguised as a call from home network or a third network. On the basis of the existing scheme, it will be more secure if this kind of spoofing can be covered, which will make 3GPP network more competitive. In this way, 3GPP network needs a build-in security assurance system.
More importantly, in the next generation system network, which has faster communication and explosive growth of information amount, the current practice of security assurance may not be able to meet the new requirements. For example, the delay caused by security assurance may result in far worse user experience than Internet APPs. Since the Next Generation System network architecture is flexible and scalable, security assurance systems should be integrated rather than patched, otherwise the efficiency cannot be assured. 
[bookmark: _Toc463451525]5.16.3.X.2	Security threats
Spoof call can lead to telecom fraud, and reduce the network's confidence and value. 
Child pornography harassment harms children's physical and mental health and damages the interests of users. Lack of standard solutions to solve this problem will reduce the network's trust.
5.16.3.X.3	Potential security requirements
The network shall support build-in security assurance system.
The network shall support verification of the authenticity of the calling ID.
Solution of Child pornography harassment prevention shall be standardized.


***	END OF CHANGES	***

