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Abstract of the contribution: This contribution proposes the idea of group provisioning for IoT devices, and gives a potential group provisioning solution.
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***************************BEGIN OF CHANGES **********************
5.12.3 Key issues

5.12.3.y  Key issue  #12.y: Group Provisioning for IoT devices via a Companion UE
5.12.3.y.1  Key issue details

A characteristic of massive IoT (mIoT) is that the number of devices is large. Another characterisitic is that most likely a group of these devices are owned and managed by the same entity. For example, electric meters owned by power company; water meters owned by water company; gas meters owned by gas company; smart home appliance (smart TV, smart Fridge and tec) owned by the home owner.  These two characteristics provide the possibility of provisioning the devices in bulk. In TR22.861, it is pointed out bulk provisioning should be supported for IoT devices. 

Excerpts from SA3 TR22.861:
---------------------------------------------------------------- 
5.3.3       Potential requirements
5.3.3.1   Bulk provisioning

[PR.5.3.3.1-001] The 3GPP system shall support a resource efficient mechanism to provide service parameters and activate groups of devices.

[PR.5.3.3.1-004] The 3GPP system shall support a resource efficient mechanism for device configuration (i.e., service parameters).
----------------------------------------------------------------

Group Provisioning for IoT devices via a companion UE is a resource efficient mechanism to provide credentials to a group of IoT devices. It can reduce the network overhead during the provisioning procedure, and facilitate the management (such as providing service parameters, activating groups of devices, and device configuration) of a group of IoT devices. 
5.12.3.y.2  Security threats

The companion UE may be compromised by an attacker. Thus, if the credentials (keys) during the remote provisioning procedure are visiable to the companion UE,  the attacker can easily obtain the credentials for a group of IoT devices. They may misuse these credentials, which may cause a lot of issues, such as charging issue, invasion of privacy.  

5.12.4.y.3 Potential security requirements

- The 3GPP System shall support a secure mechanism to remotely provision a group of IoT devices via a companion UE when they belong to the same owner/entity. 
- The credentials (keys) during the remote provisioning procedure for IoT devices should be invisiable to the companion UE. 
***************************END OF CHANGES************************
***************************BEGIN OF CHANGES **********************
5.12.4 Solutions

5.12.4.z  Solution #12.z: Group Provisioning for IoT devices via a Companion UE
5.12.4.z.1  Introduction 
In TR33.899 Key issue #12.2, it is pointed that the 3GPP system shall support a secure mechanism to remotely provision an IoT device that has not been pre-provisioned, and the initial connectivity could be provided through the connectivity of a companion UE.  This solution also addresses the proposed key issue #12.y.  In this proporsal, we propose a solution to remotely provision a group of IoT devices that have not pre-provisioned through a companion UE.  

5.12.4.z.2  Solution Details
In the proposed solution, the Authentication Credential Repository and Processing Function (ARPF)/Provision Server is assumed to be pre-provisioned with IBS credentials. The companion UE is assumed to be pre-provisioned with 3GPP credentials. Mutual authentication is done between the companion UE and the mobile operator network, and a session key (K) is generated. 
Using two IoT devices as an example, the solution details are as follows:

1a.
The IoT device 1 generates a random number (RAND1), and computes its diffie-hellman public key (A1) by A1=gRAND1 mod p.

1b.
The IoT device 2 generates a random number (RAND2), and computes its diffie-hellman public key (A2) by A=gRAND2 mod p.

2a.
The IoT device 1 establishes a secure channel with companion UE using short distance communication technologies, and sends the message (Device ID1, A1) to the companion UE.

2b.
The IoT device 2 establishes a secure channel with companion UE using short distance communication technologies, and sends the message (Device ID2, A2) to the companion UE.

3. Upon receiving the message, the companion UE sends a message to ARPF/Provision Server, the message should include an indicator (PType) indicating this message is a credential request message for a group pf IoT devices,   the IoT device’s ID (Device ID1 and Device ID2), the IoT device’s diffie-hellman public keys (A1 and A2), and a message authentication code (MAC1K) generated for the message using K.  The format of this message is (PType, Device ID1, Device ID2, A1, A2, MAC1K).

4. Upon receiving the message, the ARPF/Provision Server first verifies MAC1K. If the verification is successful, it generates a random number (RAND3), computes its diffie-hellman public key (B) by B=gRAND3 mod p. It generates a key for the IoT device1 by KD1=A1RAND3 mod p, and generates an Access ID1 for the IoT device 1. It generates a key for the IoT device2 by KD2=A2RAND3 mod p, and generates an Access ID2 for the IoT device 2.

5. The ARPF/Provision Server sends a message to the companion UE, the format of the message is (Access ID1, B, A1, Sig1CN, Access ID2, B, A2, Sig2CN, MAC2K), where Sig1CN is a signature generated by the ARPF/Provision Server for the message (Access ID1, B, A1) and Sig2CN is a signature generated by the ARPF/Provision Server for the message (Access ID2, B, A2) . 

6. Upon receiveing the message, the companion UE verifies MAC2K. 

7a. If the verification is successful, the companion UE forwards the message (Access ID1, B, A1, Sig1CN) to the IoT device1.

7b. If the verification is successful, the companion UE forwards the message (Access ID2, B, A2, Sig2CN) to the IoT device2.

8a. Upon receiving the message, the IoT device1 verifies the signature Sig1CN. If the verification is successful, it generates a key by KD1=BRAND1 mod p.

8b. Upon receiving the message, the IoT device2 verifies the signature Sig2CN. If the verification is successful, it generates a key by KD2=BRAND2 mod p.

9a. The IoT device sends the message (Access ID1, Device ID1, MAC3KD1) to the ARPF/ Provision Server, where MAC3KD1 is generated using KD1.

9b. The IoT device sends the message (Access ID2, Device ID2, MAC4KD2) to the ARPF/ Provision Server, where MAC4KD2 is generated using KD2.

10. The ARPF/ Provision Server verifies MAC3KD1 and MAC4KD2, respectively.

11a. If the verification of MAC3KD1 is successful, the ARPF/ Provision Server sends the message (Provision Complete,  MAC5KD1) to the  IoT device 1.

11b. If the verification of MAC4KD2 is successful, the ARPF/ Provision Server sends the message (Provision Complete,  MAC6KD2) to the  IoT device 2.

12a. The IoT device 1 verifies MAC5KD1. 

12b. The IoT device 2 verifies MAC6KD2. 

Note: The step 9 to 12 is optional. 
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Figure 5.12.3.y-1. Group Provisioning for IoT devices via a Companion UE

5.12.4.z.3 Evaluation 
***************************END OF CHANGES************************
