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[bookmark: OLE_LINK5][bookmark: OLE_LINK6][bookmark: OLE_LINK7][bookmark: OLE_LINK1]Abstract of the contribution: This pCR proposes the security requirements about the traffic separation in the section 4.3.5 of TS 33.250.
Introduction 
The separation of O&M and control plane traffic has been specified in section 4.3.5.1 of TS 33.117. Since the PGW has user plane traffic beside O&M and control plane traffic. The separation between O&M and user plane traffic, control plane and user plane traffic shall also be considered.
This contribution proposes to add the security requirements about the traffic separation which includes the separation between O&M and control plane traffic, O&M and user plane traffic, control plane and user plane traffic respectively.
Proposed pCR
***	BEGIN OF CHANGES	***
[bookmark: _Toc456605696][bookmark: _Toc456645152][bookmark: _Toc457562818]4.3.5	Network Devices
Editor's Note: This clause will identify if there are any PGW-specific additions to the clause 5.3.5 of TS 33.117. If necessary, the PGW-specific security requirements and related test cases will be described in detail here.
[bookmark: _Toc457907938][bookmark: _Toc457908042][bookmark: _Toc457908146]4.3.5.1	Traffic Separation
Requirement Name: Traffic Separation
Requirement Description:
The PGW shall support physical or logical separation of O&M and control plane traffic, O&M and user plane traffic, control plane and user plane traffic respectively.
About the separation of O&M and control plane, all text from TS 33.117, clause 4.3.5.1 also applies to PGWs and there are no PGW-specific adaptations or additions to this text. 
Security Objective references: tba.
Test case: 
Test Name: TC_TRAFFIC_SEPARATION
Purpose:
To test whether O&M traffic is separated from user plane traffic, control plane traffic is separated from user plane traffic. The test case about the separation of O&M and control plane traffic are same with the test case in TS 33.117, clause 4.3.5.1.
Procedure and execution steps:
Pre-Condition:
The PGW has at least one separate (logical) interface dedicated to O&M traffic and at least two (logical) interfaces for control plane traffic and user plane traffic respectively. The PGW for which the test applies and that fail to meet this precondition fail the test by definition. 
Execution Steps
Execute the following steps:
1.	The tester checks whether the PGW refuses O&M traffic on all interfaces meant for user plane traffic.
2.	The tester checks whether the PGW refuses user plane traffic on all O&M interfaces.
3.	The tester checks whether the PGW refuses control plane traffic on all interfaces meant for user plane traffic.
4.	The tester checks whether the PGW refuses user plane traffic on all control plane interfaces.
Expected Results:
The six tests should be successful, i.e. the PGW refuses traffic in all of the four steps.
Expected format of evidence:
A PASS or FAIL.


***	END OF CHANGES	***

