3GPP TSG SA WG3 (Security) Meeting #85
S3-161746
7-11 November 2016 Santa Cruz de Tenerife (Spain)
revision of S3-13abcd
Source: Huawei, Hisilicon
Title: Restrict frequency and amount of small data


Document for:
Approval
Agenda Item:
8.6.14
Work Item / Release:
FS_NSA/Rel-14
Abstract of the contribution: This contribution clarifies a small data DoS attack scenarios and presents a solution for how to restrict small data resouce utilization through limiting small data frequency and amount in this scenarios.
1. Introduction
In the NextGen network, the small data interface is used to transmit small data packets infrequently, and there is no dedicated signaling to setup radio bearers, UEs may be controlled by attacker to constantly send data packets over the small data interface and cause DOS attacks. 
Key Issue #14.3 in TR 33.899 points out that UEs access small data interface need to be restricted for their frequency of access as well as amount of data (packet size) sent on the interface.
This document clarifies a small data DoS attack scenarios and presents a solution to address key issue #14.3 for restricting small data resource utilization through limiting the small data frequency and size.
2. Proposed Changes

It is proposed to make the following change to TR33.899 v0.5.0.

pCR

***************Start of Changes****************

5.14.3.3
Key Issue #14.3: Restricting small data resource utilization
5.14.3.3.1
Key issue details

Since the small data interface is for transmitting small data packets in frequently, and there is no dedicated signaling to setup radio bearers, UEs may repeatedly access the small data interface and keep sending data hogging the resources and creating DOS attacks.

*************** Start of Change No. 1 ***************

5.14.3.3.2

Security threats 

UEs constantly sending data packets over the small data interface may cause DOS attacks.

 A group or specific type of UEs may be controlled by attacker to send data packets constantly to cause DoS attacks, the small data resource may be exhausted or cause target server or website cann’t be accessed, however, these packets don’t comply with small data policy (e.g frequency, packet size)but may be still legal messages. Therefore, such DoS attack can not be detected and prevented by integrity verification.
*************** End of Change No. 1 ****************

5.14.3.3.3
Potential security requirements

UEs accessing small data interface need to be restricted for their frequency of access as well as amount of data (packet size)  send on the interface. UEs sending data more than the size of allowed packet size need to be signaled to be in the regular connected mode. UEs sending data more frequently than allowed frequency of transmission need to signaled to be in connected mode. 
*************** Start of Change No. 2 ***************

5.14.4.Z Solution#Z: Restrict frequency and amount of small data
5.14.4.Z.1
Introduction
The key issue#14.3 points out"UEs constantly sending data packets over the small data interface may cause DOS attacks", there are some scenarios that a group or specific type of UEs are controlled to send data packets constantly to cause DoS attack, these packets don't compy with small data policy (e.g frequency, packet size) and integrity verification doesn't work for detecting this kind of attack, so need be restricted through limiting packet frequency and size.
This solution proposed a mechanism to restrict small data resource utilization through limiting the small data frequency and size.
Considering gNB is closest to the source of attack, it is the best schema to prevent this kind of DoS attack at the gNB.
5.14.4.Z.2
Solution Description

This solution assumes gNB has been configured with small data policy as the thresholds of small data frequency, rate and size for small data interface.

In order to ensure the policy are flexible for various service requirements, the policy (thresholds value) could be configured according to real application situations.
gNB counts the total number and size of received small data packets for the group or a specific type of UEs. If the total number or size of small data packets exceeds the configured threshold, gNB rejects all packes from the group UEs over the small data interface for a period of time.
Furthermore, gNB need maintain a periodic timer (e.g. the period could be one hour or more), the total number and size of small data packets will be reset periodically.
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The key steps are as follows:

0. Configuring the small data policy of the thresholds of frequency, rate and size for each type of application or service for small data interface. 

1. UEs send SDS-PDU over small data interface

2. gNB counts the total number and size of SDS-PDU for the group or type of UEs, and compares with the configured threshold.

3. If the number or size is greater than the configured threshold, gNB starts rejecting the SDS-PDU from the group or type of UEs with appropriate reason.

4. gNB send reject message with apporiate reason to the UE, and the UE will switch to the regular connected mode according to the reject reason
5. UE switch the regular connected mode according to the reject reason and initiate new connection with network.
6. If the number and size are all less than or equal to the threshold, gNB will forward SDS-PDU to UP-GW.
7. gNB forwards SDS-PDU to UP-GW.
8. UP-GW forwards SDS-PDU to SCS/AS
9. gNB maintain a period timer and reset the number and size of small data packets periodically.
5.14.4.Z.3
Solution Evaluation

There are some scenaios which a group of devices that provid same service may be controlled to constantly send packets on small data interface to cause DoS attack.
This solution proposes a method to prevent DoS attack for above scenarios and has the following advantages:
1. It is reasonable to restrict the small data resource utilization in gNB to protect the whole network resources. This is because gNB could be one terminal of the small data interface, gNB should detect and prevent the attack as early as possible.
2. It provides a flexible policy configuraton method which is suitable for many different requirements.
3. gNB is not required to store context (policy) per UE, it could effectively detect and prevent the DoS attack on small data interface according the corresponding policy.
*************** End of Change No. 2 ****************

*************** End of Changes ****************
3
Conclusion

SA3 is kindly requested to agree this pCR for the TR 33.899.
4

_1539437900.vsd
UEs


UP-GW


SCS/AS


8.Data PDU


gNB


7.SDS-PDU


2.count the number and size of SDS-PDU for the UE’s group, then compare with the configured thresholds


3.If the number or size is greater than  the threshold. reject the UE with appropriate reason


4.reject message with appropriate reason


1.SDS-PDU


6.If the number and size are all  less than or equal to the threshold, forward the SDS-PDU


0.configure small data policy as threshold of small data frequency and size


9.Clean the number and size of small data at the end of every period timer.


5.UE swich to regular connected mode and initiate new connection



