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Abstract of the contribution: This contribution discusses the provisioning of credentials and proposes some conclusions that could be used in a response to SA2.
Discussion 
SA2 have sent an LS (S2-165437 = S3-161454) to SA3 on provisioning. In the LS, SA2 asks for the security mechanism that SA3 foresee for provisioning use cases.

At the SA3 Adhoc in San Diego, S3-161353 raised the issue of the various issues involved in specifying a complete provisioning solution. In particular, the contribution raised the issue of what type of authentication is necessary for access to the NextGen network for the purpose of gaining access to a provisioning server. The options raised were the following: 

a) Mutual authentication between the UE and the 3GPP network.

b) 3GPP network authentication (i.e. server side authentication) when e.g. EAP-TLS is used to setup a secure network access.

c) Skip access authentication completely – i.e. the UE doesn’t authenticate the network, and is provided unauthenticated access to the provisioning server.  

As observed in S3-161353, there should be security between the UE and remote provisioning server to ensure that that the provisioning is securely performed. While it would be possible to have no security on the 3GPP access provided that the use of the access was limited to only accessing the provisioning server. 

We think in general that allowing unauthenticated access to the 3GPP network is not a good principle and hence believe that an approach where the Attach requests for provisioning access shall require mutual authentication between the UE and the network shall be adopted. For example, solution #12.4 of TR 33.899 describes how an NG-UE without a 3GPP subscription credentials can be mutually authenticated with EAP-TLS, where the eUICC certificate of the NG-UE is used for client authentication and keys resulting from such an authentication can be used to secure the connectivity over the 3GPP access required to provision the UE with 3GPP subscription credential(s). Therefore, we propose that such an approach is adopted for provisioning of NG-UE without 3GPP subscription credential(s). Namely, that in order to gain access to the provisioning server over the NextGen it is necessary for the UE to be authenticated to the network. This authentication would use temporary access credential (such as the eUICC certificate) that is pre-provisioned in the NG-UE that would solely provide access to the provisioning server. We believe such an approach minimizes impacts on the 3GPP system and should be adopted by SA3.
Proposal
It is proposed that the above discussion is used in a response to SA2.
