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Abstract of the contribution:  Discuss possible options of UE Configuration in light connected mode after moving to a new eNB 
1 Introduction

During RAN3#93bis, the light connection topic [1] was discussed and the following LS [2] was sent to SA3. 

“

During RAN3#93, the following agreements have been made.

“The anchor eNB maintains the S1 connection while the UE is lightly connected.

The anchor eNB initiates RAN paging when it receives the DL data from SGW and the anchor eNB decides which cells to page when it receives DL data. 

“

1) The following design principle was considered a working assumption at RAN3#93:

“

UE lightly connected is required to notify the network when it moves out of the configured RAN based paging area. The network can then decide to keep the UE in light connected mode or suspend the UE.

“

During RAN3#93bis, this design principle was further discussed (i.e. how the lightly connected UE is kept in light connection or suspended or released upon contacting the new eNB in another paging area). If the UE needs to be suspended, there is pending decision in RAN3 about how to perform this suspension. The two options being considered are the following:

· Option 1: old eNB to decide the suspension for the UE, send X2 suspend indication to the new eNB, and new eNB rejects the UE with suspend indication (to move the UE to Suspend as per Rel.13 Suspend procedure). 

· Option 2: X2 context retrieval + new eNB to decide and trigger UE suspend afterwards. The new eNB becomes the serving eNB. 
RAN3 requests SA3 to consider the two options above and provide feedback on the option 1:

(Q2) Is there any security issue with option 1 i.e. whether a new eNB can suspend a previously lightly connected UE using RRC reject without retrieving the UE’s context?

“
In this contribution, we provide details on the potential security concerns aiming to address RAN3 question above and propose a possible way forward for SA3 to respond to RAN3 LS. 
As per option 1 above, the UE context (including security) is not transferred to the new eNB and the decision to suspend the UE is done by the old eNB.  The network request to move the UE from lightly connected to Suspend uses a message without Integrity protection. 

As per option 2, it implies that there is UE context retrieval over X2 from anchor eNB to new eNB and new eNB to decide and trigger UE suspend afterwards using RRC connection release message with Integrity protection. The new eNB becomes the ’anchor’ eNB.
2 Discussion
Using light connection, a given UE can move across cells within a RAN paging ‘area’ using cell reselection and not incurring any additional signalling. The S1 connection is kept active while the UE is in light connection. When it enters a new area outside of its configured RAN paging ‘area’, the UE needs to update the network (using a similar mechanism to how TAU works today but at RAN level). The CRs for the modelling of the light connection mechanism are still under discussion in RAN2 [3] and RAN3 [4]. One alternative for the UE when it moves out of the RAN based paging ‘area’ is that it is moved into Rel.13 suspend mode by which the S1 is suspended with the MME. The LS discusses two ways of implementing this method. 

With option 1, it is proposed that the UE is moved from lightly connected mode of operation to suspended mode using a message (i.e. RRC Connection reject) that is not integrity protected (as the UE context and associated AS security are kept in the old eNB and the DL RRC message would be sent by the new eNB over SRB0). 
In legacy Rel.13, the RRC Connection reject (without security) with suspend indication is used to ‘keep’ an already suspended UE in suspend mode. There is no change in the UE configuration with this reject message (i.e. the UE's RRC connection continues being suspended). Rel-13 uses a RRC Connection Release message with Integrity protection to move the UE to Suspend from connected mode.
In the scenario proposed by the LS, the UE is initially lightly connected and RRC reject is proposed to be used without Integrity protection aiming to change UE’s configuration. This makes it possible for attacker to change configuration of the UE.  For example, this may result in a  DoS attack.  
Option 2, on the other hand, requires an RRC message such as RRC connection release , containing UE configuration change, to be integrity protected.  While this means that the UE security context needs to be moved to the new eNB, this is a small signalling overhead on the network.   
From security stand point, option 2 is preferred.
3 Conclusion

In this contribution we discussed the details of the question raised in the LS from RAN3 and provide the way forward for a response LS and have the following proposals:
Proposal 1. SA3 to consider the draft LS response to RAN3 indicating option 2 is preferred as it provides integrity protection for RRC messages containing UE configuration change.  This is critical in order to prevent attacker to maliciously modifying UE configuration causing potential DoS attack.  
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