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Abstract of the contribution: Based on the discussion in the companion discussion paper, it is proposed that the following Editor’s Note be deleted. Editor’s Note: Details of how the solution addresses mutual authentication is FFS.
1. Introduction
NG-MASA as described in TR33.899 clause 5.2.4.12 has the following Editor’s Note: Editor’s Note: Details of how the solution addresses mutual authentication is FFS. This pCR proposes deleting this Editor’s Note based on the discussion that was presented in the companior contribution.
2. Proposed Changes

*************** Start of Change ****************
5.2.4.12

Solution #2.12: Mutual Authentication and Security Agreement
5.2.4.12.1

Introduction

This solution addresses key issue #2.1, #4.1. #7.2, #7.3, and the following security areas in TR 33.899:

1. Security Area No. 2, Authentication. Provides a mutual authentication mechanism.

2. Security Area No. 3, It leverage the EPS-AKA mechanism for deriving security and keying materials for protecting all signaling and userplane traffic between the NG-UE and the network. It also derives keys for protecting the Initial authentication.

3. Seciurity Area No. 4, It provides a mechanism to allow the network to integrity protect any message at the level of NAS and AS even in the scenarios when the UE and the network goes out of synchronization or the network is not able to validate the authenticity of the NG-UE or any of its signaling messages.
4. Security Area No. 7: It protects the user/device privacy by protecting the subscriber and device identifiers at all times and in all scenarios.
5.2.4.12.2

Solution Details

5.2.4.12.2.1   NG Security Architecture

This solution assumes the following Next Generation security architecture principles:

· There is a security anchor node (SeAN) that resides in the core of the serving network. 

· The SeAN performs the role of the authenticator.

· The security architecture shall consider the case of CP and UP split and have mechanisms to provide the needed security materials to the UP node.

Editor’s Note: How this solution works with LI requirements is ffs.

……….

*************** detracted text ****************
……….

5.2.4.12.2.4
Changes to HSS Functionality

5.2.4.12.2.4.1
Handling of Authentication and Data Request

· When HSS receives the Authentication and Data Request from the SeAN, HSS retrieves the IAR message.

· HSS uses the HID to retrieve the home network private key (this could be done by the authentication center). 

· HSS uses the Home Network private key to decrypt the IAR and recover the user IMSI, RAND1.

· HSS access the subscriber record associated with the recovered IMSI and retrieve the ‘K’ key and other subscriber information.

· HSS uses the RAND1 and ‘K’ to derive KIARenc + KIARint. 

· HSS uses KIARint and the inner and outer block of the IAR to calculate the MAC and compare it to the MAC included to validate the integrity of the IAR. If validation passes, HSS validate the freshness of the message by checkeing the COUNTER received in the Inner Block of the received IAR as listed in next step.

Editor’s Note: It is FFS whether a more sophisticated counter mechanism would provide more efficient replay protection.
· If integrity of IAR passes, HSS uses KIARenc to decrypt the IAR inner block. Then the HSS does the following verifications:

· Check the freshness of the IAR by checking the received COUNTER.

· Recover the UE security capabilities to be included back to the SeAN in the respective Authentication and Data Response.

· Recover RAND2 to be used to derive KIASenc + KIASint keys which will be used to secure Initial Authentication Response.

5.2.4.12.2.4.2
Handling of Authentication and Data Response

· HSS includes the following information in the Auth & Data Response:

· Received UE Security Capabilities

· KIASenc + KIASint 

· Received RAND2. 
Editor’s Note: Whether to implement these functionalities in HSS or in an additional layer that can sit in front of HSS while keeping HSS unchanged is ffs.

Editors Note: The security value of sending UE Security Capabilities to HSS is FFS.
***************End of Changes****************
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Conclusion

SA3 is kindly requested to agree this pCR for the TR 33.899.
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