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Abstract of the contribution: This proposal describes a group authentication method to reduce signalling when massive IoT devices connect to the network.
1. Introduction

In TR 33.899, Key Issue #2.7 points that “Efficient authentication for a group of IoT devices to reduce the signalling overhead is required in NexGen network to lighten the impact on the network, and more importantly, to decrease the chance of signalling storm.” This proposal addresses Key Issue #2.7 by introducing a group authentication mechanism with at least 33% saving of the signalling. 
2. Proposal

It is proposed to make the following change to TR33.899. Since all proposed sections are new, no change bar is used.
***********************Start of the first change************************
5.2.4.z
Solution #4.z: Reducing Signalling with Group Authentication
5.2.4.z.1
Introduction
5G is expected to provide access and enable massive IoT devices which have limited capabilities with huge numbers possibly accessing the network at the same time. One of the very basic concern is the signalling that is associated with these devices trying to authenticate at the same time. In itself being a legal activity, it could cause a denial of service to other IoT devices or other mobile devices by preventing them from being able to access the network.

In TR 33.899, Key Issue #2.7 points that “Efficient authentication for a group of IoT devices to reduce the signalling overhead is required in NexGen network to lighten the impact on the network, and more importantly, to decrease the chance of signalling storm.”

This proposal aims to address Key Issue #2.7 and presents a solution to reduce the signalling storm risk when massive number of UEs authenticating at the same time.  In this solution, all the members in the same group have two symmetric keying credentials. One is the group key “KG” which is the same for all members in the group, the other one is an individual “K” key (call it Ki) for the i-th member. Basically, the idea is that all the group members authenticate the network using the group key and the network authenticates each group member using individual keys. Considering signalling in both directions, this solution reduces at least 33% of the authentication signalling in comparison to LTE EPS-AKA and MASA
5.2.4.z.2
Solution Description
This solution has the following pre-conditions:
a) Each member in a group has two symmetric keys, one is the group key “KG” which is the same for all members in the group, the other one is an individual key “Ki” to represent the specific member in the group. All the group members will track a group sequence number G-SQN to prevent replay attack.

b)  Each IoT device is assigned an individual Device Identity (D-ID) and a Group Identity (G-ID).
c) The home network has a record of the individual key “Ki”, group key “KG”, D-ID and G-ID.
d) Each group is served with an IoT gateway which could be an IoT master device of the group.  IoT gateway is able to communicate with the rest of the IoT devices in the group via broadcast or one to one communication.

e) IoT devices in the group has the capability to access the network over the IoT gateway as a Relay node or directly having acces to the wireless network as an IoT device that supports the 5G or 4G air interface.
f) For group authentication, each member of the group only trusts the group authentication message from the master device (possibly based on a secure channel).
Two specific solutions are given, one is based on EPS-AKA and the other one is based on MASA.

5.2.4.z.2.1 
Group Authentication based on EPS-AKA
The detailed procedure of the EPS-AKA based one is described as follows.

1. The network, e.g., the CP-AU/SeAN sends an Identity Request to the group and indicates to the devices of the group to activate the group authentication. This could be done by the network sending this request to the IoT gateway (master device) and the IoT gateway delivers this request to all the group members.
2. Each group member attaches to the network by sending its identity including D-ID and G-ID. Note that the IoT gateway also sends its identity to the network.
Note: The gateway may concatenate these Identity Responses and send them in batches over the air to the Authentication Unit.

3. CP-AU/SeAN sends data & auth. Request to HSS with all  devices identities. These messages could be concatenated in an individual diameter message or separate ones. CP-AU/SeAN includes an indication that this is a group authentication.
4. HSS finds the group key KG according to group identity G-ID and does the following. 
· Chooses a group random G-RAND and generates a group authentication vector G-AV based on G-RAND and KG, the algorithms to compute G-AV is the same as in EPS-AKA.  
· HSS generates a fresh authentication vector M-AV for the master device ONLY based on its individual key K_master. 
· For each UE, HSS generates a specific expecting response value XRES(i) based on G-RAND and Ki, the algorithm to compute XRES(i) is the same as in EPS-AKA to compute XRES.
5. HSS sends back data & auth. response message to CP-AU/SeAN with G-AV, M-AV and all the expecting responses XRES(i).
6. CP-AU/SeAN retrieves G-RAND, G-AUTN from G-AV and M-RAND, M-AUTN from M-AV. CP-AU/SeAN sends (G-RAND, G-AUTN, M-RAND, M-AUTN) to the IoT gateway in an Authentication Request.
7. The gateway first checks the freshness of G-SQN in G-AUTN, then it authenticates the network in two steps: first it authenticates G-AUTN based on G-RAND and KG, and then authenticates using M-AUTN based on M-RAND and K_master. After that the gateway also generates a reponse M-RES based on M-RAND and K_master for the network to authenticate the gateway.
8. The gateway sends the Authentication Request with (G-RAND, G-AUTN) to the all members of the group, possibly using the broadcast channel.
9. For each device, it first authenticates the network by checking G-AUTN based on KG and G-RAND. If it passes, it generates a response RES(i) using Ki and G-RAND. Each device tracks the G-SQN.
10. Each device sends its RES(i) back to the network, note that the gateway also sends M-RES to the network.
11. CP-AU/SeAN checks each RES(i) with XRES(i) to authenticate all the UEs and checks M-RES with M-XRES to authenticate the gateway.
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5.2.4.z.2.2 
Group Authenticaiton based on MASA
This group authentication based on MASA presented in solution #2.12. The detailed procedure is as follows.
1. The network, e.g., the CP-AU/SeAN sends an Identity Request to the group and indicates to the devices of the group to activate the group authentication. This is done by the network sending this request to the IoT gateway (master device) and the IoT gateway delivers this request to all members of the group.
2. Each device sends IAR message to the network as in the MASA framework. The IAR message contains the device identity D-ID and the group identity G-ID. In this step the IoT gateway also sends its IAR(master) to the network. 
Note: The gateway may concatenate these IAR messages and send them in batches over the air to the CP-AU/SeAN.

3. CP-AU/SeAN sends Authentication & Data Request to HSS with the IAR messages. These messages could be concatenated in an individual diameter message or separate ones. CP-AU/SeAN includes an indication that this is a group authentication.
4. HSS follows MASA to authenticate each device (including the master device) individually. Then it does the following steps.

· HSS uses RAND2 generated by the gateway in the IAR message as G-RAND2 to generate G-IAS keys for encryption and decryption based on KG.         

· HSS chooses a random number G-RAND and generates a group authentication vector G-AV based on KG and G-RAND. 

· HSS generates an individual authentication vector M-AV for the master device based on the individual key K_master.
· Optionally, for each device HSS generates expecting response value XRES(i) based on G-RAND and the individual key Ki.
5. HSS sends Authentication & Data Response to CP-AU/SeAN as in MASA which contains the following.
· G-RAND2, generated by gateway and used to generate G-AV.
· IAS keys based on KG and G-RAND2.

· Group authentication vector G-AV based on KG.

· IoT gateway individual authentication vector M-AV based on individual key K_master.
· Optianlly, it contains all the expecting responses XRES(i) based on G-RAND in G-AV and individual devices key Ki.
6. CP-AU/SeAN  receives the Authentication & Data Response message, it follows MASA protocol to deliver the Group IAS (G-IAS) to the IoT gateway as follows:
· CP-AU/SeAN includes the G-RAND2 outside the encrypted inner block of the G-IAS message.
· CP-AU/SeAN includes the IoT gateway individual M-RAND and M-AUTN outside the inner encrypted block. 
· CP-AU/SeAN includes the group G-RAND and G-AUTN and other private materials inside the encrypted inner block. It is encrypted using G-KIASenc which is based on KG and G-RAND2.

· CP-AU/SeAN protects the integrity of G-IAS message using G-KIASint and includes the MAC inside the G-IAS message.

7. The gateway receives the G-IAS message, it follows MASA protocol and does the following.

· Validate G-RAND2 as fresh and the same as the one the IoT gateway generated.
· Validate the freshness of G-SQN in G-AUTN and track the G-SQN.

· Validate the integrity of G-IAS message using G-KIASint which is based on G-RAND2 and KG.
· Authenticate the network using the IoT Gateway individual M-RAND and M-AUTN. 
· Optionally, the gateway generates a response message M-RES based on M-RAND and K_master.
8. The gateway forwards G-IAS to all the group members.

9. Each device authenticates the network by checking G-AUTN based on KG and G-RAND. Optionally, each device generates a response message RES(i) based on G-RAND and Ki. Each device tracks the G-SQN.
10. Optianlly, each device sends RES(i) to the network, the gateway also sends M-RES to the network.
11. CP-AU/SeAN checks RES(i) with XRES(i) to authenticate the UE and checks M-RES with M-XRES to authenticate the gateway.
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5.2.4.z.3
Evaluation
Tba
***********************End of the first change*************************
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