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Abstract of the contribution:

The document proposes a solution to key issue #1.5, which focuses on protection for the first attach/TAU request.
1. Introduction

The document proposes a solution to key issue #1.5, which addresses the modification in the first attach/TAU request of man-in-middle-attack. The solution is the same as protection for the first attach/TAU request in LTE, which is related to clause 7.2.4.4 in TS 33.401[31].
2. Proposal

***********************Start of the first change************************

5.1.4.X 

Solution #1.X: Security of NAS signallings before security activation
5.1.4.X.1

Introduction

The solution addresses the key issue #1.5 Integrity protection for the control plane between UE and network. 
The first attach/TAU request is sent before NAS security activation, and it is easy to be modified by man-in-middle-attack, which may lead to “bidding-down” attack or “DoS” attack. The solution will detect whether there is any modification. 
5.1.4.X.2

Solution details
The solution is similar to the solution in clause 7.2.4.4 of TS 33.401 [31].

The core network calculates a hash value of the attach/TAU request when it receives an unprotected attach/TAU request. The calculated hash value is sent back to the UE in NAS SMC message which is integrity protected (but not ciphered). The UE also calculates a hash value. The UE can check whether the attach/TAU request is modified or not by comparing its calculated hash value with the received hash value. If two hash values are different, the UE will resend the attach/TAU request in NAS Security Mode Complete message which is integrity protected, and the core network will complete the on-going attach/TAU procedure.  
5.1.4.X.3

Solution Evaluation
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