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1. Overall Description:

Regarding the LS R3-162642, SA3 discussed the Security aspects of the two options referred in the LS.

· Option 1: old eNB to decide the suspension for the UE, send X2 suspend indication to the new eNB, and new eNB rejects the UE with suspend indication (to move the UE to Suspend as per Rel.13 Suspend procedure). 

· Option 2: X2 context retrieval + new eNB to decide and trigger UE suspend afterwards. The new eNB becomes the serving eNB. 

SA3 observes from a security point of view that both option1 and option2 can be supported. 

To support option1 and option 2,
· When the UE contacts a new eNB in another RAN paging area and the new eNB contact the anchor eNB for context fetch/activation, the anchor eNB may either decide to do a context transfer or it can decide to keep the context with itself and transfer the UE to RRC Suspended state.  
· The anchor eNB will indicate to the UE and the new eNB, its decision with unique action codes in separate payloads. 
· In case the anchor eNB decide to transfer the UE in to RRC Suspended state, the anchor eNB shall assign a RESUME ID to the UE and integrity protect the payload ( Action Code: Context transfer/ RRC Suspend, Resume ID) with the current AS context shared between the UE and the anchor eNB.  
· Anchor eNB shall send this integrity protected payload over the X2 interface to the eNB. 
· The new eNB shall interpret its payload in the message to determine whether the action indicated to the new eNB is a context transfer to it or to send a RRC Reject message to the UE with RRC Suspend code and the payload from the anchor eNB. 
· The UE upon reception of the message will validate integrity protected payload from the anchor eNB using its AS context with the anchor eNB. If the integrity check is successful, the UE acts according to action code. 
· If the action code indicates RRC Suspended, UE goes in to RRC Suspended mode and keeps the assigned RESUME ID contained in the payload. Option 1 is completed at this step.
· If the message doesn’t pass the integrity check, the UE shall continue to be in the Lightly Connected mode. 
· If the action code indicates context transfer to the new eNB(option2), UE proceeds to complete the AS context setup with the new eNB using a new key computed.

2. Actions:

To: RAN3, RAN2 groups.

ACTION: 
SA3 kindly asks RAN3 and RAN2 groups to take the above observation in to consideration.
3. Date of Next TSG-SA WG3 Meetings:

SA3#86
6-10 February 2017
Sophia Antipolis, France

SA3#87
15-19 May 2017
Ljubljana, Slovenia
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