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Abstract of the contribution: This contribution proposes a solution for the MCData SDS service using the signalling channel for key distribution.
This contribution proposes a solution for the MCData SDS service. It proposes that the key distribution mechanisms are within the signalling channel. This allows the approach defined for MCPTT to be re-used to provide key distribution for SDS services. This approach is effective where multiple messages are exchanged within a session, but may be overly complex where only a single message is sent.
************* Start of 1st change **********************

7.5.X
Solution #4.X : SDS key distribution through signalling channel
7.5.X.1
Overview
MCPTT provided a set of key distribution mechanisms through the SIP signalling channel. These included distribution of a PCK as part of call setup, and distribution of a GMK as part of group creation.

This solution proposes that keys for SDS are distributed using the same mechanisms.
7.5.X.2
Motivating security requirements

This solution is intended to provide part of the mechanism that provides end-to-end confidentiality, integrity and authentication of SDS messaging, specifically requirements [MCSEC-5.X-1] and [MCSEC-5.X-2].

7.5.X.3
Solution description
7.5.X.3.1
General
The solution described in the following procedures show how the key distribution mechanism for MCPTT may be applied directly to the SDS service
7.5.X.3.2
Procedures for one-to-one key distribution for SDS
The procedures in Figure 7.5.X.3.2-1 apply to the flows described in Clause 10.1 of TS 23.282 [10]. The messages used in each flow have different names, but the request/response flow is equivalent to that shown in the figure.

[image: image1.emf]MCData client

1

MCData client

2

MCData server

1. initiate session data 

request

2. MCData SDSrequest

3. Authorize request and policy 

assertion

4. MCDataSDS request

6. MCData SDS response

7. MCData SDS response

5. Notify request


Figure 7.5.X.3.2-1: One-to-one short data service session
In Figure 7.5.X.3.2-1, Step 2 and 4 result in a SDS request being transported from the initiating client to the receiving client. This message contains an encapsulated 'PCK'. This procedure is equivalent to that described in clause 7.4 of TS 33.179 [3], where the PCK is transported within the 'call setup request'.
7.5.X.3.3
Procedures for group key distribution for SDS
Within Clause 7.3 of TS 33.179 [3], a mechanism for distributing a GMK from a group management server to MCX clients using the signalling channel is provided. This mechanism is reused without modification to distribute a GMK for the purpose of SDS.

Editor's Note:
It is ffs whether a SDS 'GMK' key may also be used for MCPTT and/or MCVideo. 

Editor's Note:
It is ffs how keys (PCK, GMK) should be named given the proposed expansion in their scope.

7.5.X.3.4
Protection of SDS messaging
Once a SDS key has been shared between MCX clients, this key may be used to provide confidentiality and integrity protection of SDS message(s) between MCX clients. 
Editor's Note:
The protection mechanism for SDS messages is ffs.
7.5.X.4
Evaluation against requirements

This solution provides a key management mechanism which can meet the requirements in clause 7.5.X.2. The solution has the following benefits:

- Reuse of existing security flows from MCPTT.

- Efficient security mechanism where multiple messages are sent within SDS session.

However there are the following disadvantages:

- Complexity: Signalling mechanisms require interaction within both the signalling layer and media layer.

- Diversity: Different (but related) flows will need to be defined for every type of SDS communication.

************** End of 1st change **********************
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