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Abstract of the contribution: This contribution proposes to add a new solution to address the key issue #7.2 “Concealing permanent or long-term subscriber identifier”
1 Proposal
This contribution proposes an additional solution to address the key issue #7.2. "Concealing permanent or long-term subscription identifier", by using an Attribute-Based Encryption (ABE) scheme for the encryption of permanent or long-term subscription identifier. A preliminary evaluation of the proposed solution is also presented.
It is proposed that the text presented in the clause pCR be added to the TR 33.899.
2 pCR 
5.7.4.z
Solution #7.z: Privacy protection of permanent or long-term subscription identifier using ABE
5.7.4.z.1
Introduction  

This solution presents an alternative mechanism to address the key issue #7.2 "Concealing permanent or long-term subscription identifier" only in the case where a temporary subscription identifier is not available (c.f. initial Attach Request in LTE). In the sequel, “subscription identifier” denotes a permanent or long-term subscription identifier, e.g. IMSI.

In the solution, the subscription identifier is encrypted on the UE by using a global public key and a public attribute bound to a private key according to the Attribute-Based Encryption (ABE) scheme [rif 1]. The scheme provides assurance that only the authorized entity owning the private key bound to the public attribute is able to decrypt the encrypted subscription identifier. 
An authorized entity can be any serving network that is provisioned with a valid decryption key (i.e., the private key corresponding to the attribute used in encryption). The ABE scheme permits the serving network to satisfy LI requirements, i.e., the serving network is able to intercept all the mobile network services of the LI target without the home network's assistance or visibility. 
Therefore, the solution conceals the entire  subscription identifier from attackers on the air interface (c.f. Uu interface in LTE), as well as on the interface between the RAN and the core network (c.f. S1-MME interface in LTE) since the  subscription identifier is not transmitted in clear-text.

5.7.4.3.2
Solution details  

The solution is based on a single (global) public key used by all the UEs (worldwide) to encrypt the respective subscription identifier in any case where a temporary subscription identifier is not available (c.f. initial Attach Request in LTE).

Editor's Note:
It is FFS to determine which entity is responsible for managing the single (global) public key and if it is feasible to do so.

Each UE is provisioned with the global public key and the UE uses the global public key independently from the network  where the UE is attaching (e.g. initial Attach Request in a roaming scenario). Only the attribute used in encryption changes depending on the network that the UE is attaching to.  

An entity is able to decrypt the subscription identifier only if it is an authorized entity, meaning that it has been provisioned with a valid private key having corresponding attribute. For this reason this solution requires only one global public key and “N” private keys, where “N” comprises all authorized entities. In an initial setup phase the global public key is bound to a Universe of authorized attributes which comprises the “N” authorized entities together with some redundancy. N should include at least the current mobile network operators and preferably it should be overestimated to include new operators.
Editor's Note: It is FFS to clarify parameters and the relation between them, in particular:

· the size of the global public key as a function of "N". 

· the estimated value or size of "N" that is safe to use in the NextGen, i.e. shorter "N" might overflow if the number of authorized entities increase drastically
· how much redundancy is needed and what is the corresponding effect in the size of the global public key.

Editor's Note: It is FFS to clarify how new authorized entities are added and what is the corresponding effect in the global public key.
In this context, an authorized entity is every serving network, which the UE can be connected to (e.g., the home network and the visited network(s) in roaming). Each private key is bound to the global public key through an attribute (which can be related to the identity of the serving network), according to the Attribute-Based Encryption scheme. The attribute uniquely identifies the authorized entity that is allowed to decrypt the subscription identifier, i.e., the entity that owns the corresponding private key. Specifically, the attribute (which can be an identifier) identifies the serving network that is currently serving the UE and a specific valid private key of the serving network. 

The serving network attribute can be broadcasted over the air together with the mobile network identifier (e.g., the PLMNID), and it is used by an UE, during the Attach procedure, together with the global public key to encrypt the subscription identifier before sending it over the air. 
The entity receiving the encrypted subscription identifier can decrypt it only if its private key is bound to the attribute that the UE has used in encryption. This implies that if a fake attribute is broadcasted over the air, the UE is not able to properly encrypt, since the fake attribute was not included in the initial Universe of authorized attributes. If a valid attribute (spoofed) different from the attribute owned of the current serving network is broadcasted, the fake entity is not able to decrypt it, unless it has also compromised the corresponding private key. Therefore, a fake entity is not able to perform the permanent or long-term subscriber identifier decryption unless it has compromised one currently valid private key.  

The solution further offers following two options.

5.7.4.3.2.1
Option 1

During an Initial Attach, according to the solution, the UE encrypts its  subscription identifier by using the global public key and the attribute received in broadcast over the air (the attribute identifying the serving network to which the UE is currently connected to). The authorized entity receiving the encrypted subscription identifier decrypts it and then requests from the UE's home network the authentication data (AV) using the decrypted subscription identifier. During or after every authentication procedure a temporary subscription identifier will be assigned to the UE which will be used in future communication instead of the ABE-encrypted subscription identifier.

Editor's Note:
it is intentionally not covered by this contribution how the temporary subscription identifier is generated/assigned/maintained..
According to this solution, upon decryption, the UE's subscription identifier is known only to the authorized entity (the current serving network). This permits the serving network to satisfy the requirements of lawful interception, i.e. allowing the serving network to perform lawful interception without the home network’s assistance or visibility. 

Note that the privacy requirement to have the randomized encryption property is intrinsically ensured by the ABE schemes. 
The solution conceals the UE's subscription identifier from all network entities on the path between the UE and the serving network including attackers on the air interface, IMSI-catchers, and attackers in the serving networks (untrusted/unauthorized network entities).

Protection of subscription identifier between a serving network and the home network is not provided and relies on the deployment of additional mechanisms like IPsec. An alternative option (Option 2) is presented to extend the subscription identifier protection also on the interface between a serving network and the home network.   

5.7.4.3.2.1
Option 2

During an Initial Attach the UE encrypts its subscription identifier by using the global public key and two attributes: (i) the one received in broadcast over the air (identifying the serving network to which the UE is currently connected to) as in option 1, and (ii) the second one being the home network's attribute. 

Differently from the first option, the use of the home network attribute permits the serving network to forward the encrypted long-term subscriber identifier to the UE's home network ensuring the privacy protection also on the interface in between. Before forwarding the encrypted subscription identifier, the serving network needs to decrypt the subscription identifier in order to retrieve the MCC and MNC for determining the corresponding home network from which to get the authentication data. 

A feature of this option is that the subscription identifier shall be decrypted both at the serving network and the home network, but no additional protection mechanism like IPsec is then needed for subscription identifier protection (IPsec may however still be recommended to protect transfer of AV etc).
5.7.4.3.3
Evaluation 

The solution presented here has the following properties:

-
The solution protects the entire long-term identifier (MCC, MNC and MSIN) over the air in both the options. In Option2 it also provides e2e protection to the home network of the IMSI. Therefore the solution can discourage the fake BTS attack scenarios.
-    The solution is lawful-interception-friendly, since the current serving network obtains the entire UE long-term subscriber identifier by decryption in both options.

-    The solution does not require the deployment of a PKI infrastructure. It is based only on an initial setup when the global public key is generated and bound to a Universe set of attributes. The Universe set also includes some redundancy for each authorized entity, i.e.,  reserve attributes for revocation, which can be identified by different indexes.
Editor's Note:
It is FFS to clarify what kind of other infrastructure, if not PKI, is required to handle revocation and addition of new authorized entities, and if it is feasible to do so.

-    The UE needs to be provisioned with only one public key, called global public key, used by the UE to encrypt its long-term identifier, independently of the serving network to which it is connected to at a given time. This provides protection also in case of roaming scenarios and avoids the need to update the UE in case where the subscription changes.
-    An entity is able to decrypt the UE's  subscription identifier only if it is authorized by having been provisioned with a valid private key and a valid attribute. The solution requires one global public key and “N” private keys where “N” comprises all the authorized entities (e.g., the MNOs). In this context, a serving network to which the UE can be connected is an authorized entity (e.g., as specified by the roaming agreement). Note that both Options 1 and 2 use the same set of “N” private keys.
-    The solution permits to encrypt the subscription identifier by using more than one attributes (combined according to the “or” logic) allowing in this way different authorized entities to decrypt it, as in Option 2. The advantage is that in this combined logic the private keys do not change.
-    Depending upon the encryption scheme, the encrypted identifier could increase the size of the messages, which could impact the bandwidth. The ABE schemes based on elliptic curve pairings are rather efficient if the number of attributes effectively used in encryption is small. Note, however, that the encrypted identifier is rarely used, namely, only when a pseudonym does not exist or the communication/UE is out-of-sync. 
[rif 1 ] Report on Pairing-based Cryptography in Volume 120 (2015) of  Journal of Research of the National Institute of Standards and Technology “http://nvlpubs.nist.gov/nistpubs/jres/120/jres.120.002.pdf”


