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1. Introduction

As part of the TS strategy for the release 14 security architecture, this pCR takes the signalling plane security and the inter/intra domain interface security and updates them in support of the release 14 MCX services (MCPTT, MCVideo and MCData).

Changes include minor editorial/grammical modifications and the replacement of “MCPTT” with “MCX” or “MC” where generic use of the term is required.

2. pCR to TR 33.180
************************ Start of change 1 *********************************
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6
Supporting security mechanisms

6.1
HTTP

6.1.1
Authentication for HTTP-1 interface
Based on the configuration provided with the MC client in the UE, one of the following authentication mechanisms shall be performed between the HTTP Client in the MC UE and the HTTP Proxy:

-
one-way authentication of the HTTP Proxy based on the server certificate;

-
mutual authentication based on certificates;

-
mutual authentication based on pre-shared key.

If authentication based on certificate is performed, then the profiles as given in 3GPP TS 33.310 [5], clauses 6.1.3a and 6.1.4a shall be used. The structure of the PKI used for the certificate is out of scope of the present document. Guidance on certificate based mutual authentication is provided in 3GPP TS 33.222 [16], annex B.

The usage of Pre-Shared Key Ciphersuites for Transport Layer Security (TLS) is specified in the TLS profile given in 3GPP TS 33.310 [5], annex E.

Editor's Note: 3GPP TS 23.179 specifies that HTTP-1 reference point shall use the Ut reference point as defined in 3GPP TS 23.002 [aa]. Security for the Ut reference point allows for other authentication mechanisms beyond those specified above.  It is ffs whether they are suitable for MCX.

6.1.2
HTTP-1 interface security

The support of Transport Layer Security (TLS) on HTTP-1 is mandatory. The profile for TLS implementation and usage shall follow the provisions given in 3GPP TS 33.310 [5], annex E.
If the PSK TLS based authentication mechanism is supported, the HTTP client in the MC UE and the HTTP Proxy shall support the TLS version, PSK ciphersuites and TLS Extensions as specified in the TLS profile given in 3GPP TS 33.310 [5], annex E. The usage of pre-shared key ciphersuites for TLS is specified in the TLS profile given in 3GPP TS 33.310 [5], annex E.
6.2
SIP

6.2.1
Authentication for SIP core access

This clause specifies the mutual authentication between the UE and the SIP core.
IMS AKA authentication shall be performed as specified in 3GPP TS 33.203 [6] for SIP core access. IMS AKA authentication mechanism as specified in 3GPP TS 33.203 [6] shall be performed irrespective of whether SIP core architecture is compliant with 3GPP TS 23.228 [15] or not. 

Authentication related information shall be provided by SIP database that may be part of the HSS or may be part of the MCPTT service provider's SIP database depending on the SIP core deployment scenarios specified in 3GPP TS 23.179 [2].

Implementation options and requirements on the ISIM or USIM application to support SIP core access security are specified in 3GPP TS 33.203 [6].

6.2.2
SIP-1 interface security

The security mechanisms as specified in 3GPP TS 33.203 [6] for Gm interface shall be used to provide confidentiality and integrity of signalling on SIP-1 interface.
6.3
Network domain security

6.3.1
LTE access authentication and security
An MC UE shall perform the authentication and security mechanisms as specified in 3GPP TS 33.401 [14] for LTE network access security. 
6.3.2
Inter/Intra domain interface security

To ensure security of the interfaces between network elements within a trusted domain and between trusted domains, namely HTTP‑2, HTTP-3, SIP-2 and SIP-3:

-
3GPP TS 33.210 [4] shall be applied to secure signalling messages on the reference points unless specified otherwise; and

-
3GPP TS 33.310 [5] may be applied regarding the use of certificates with the security mechanisms of 3GPP TS 33.210 [4] unless specified otherwise in the present document.
NOTE:
For the case of an interface between two network elements in the same trusted domain, 3GPP TS 33.210 [4] does not mandate the protection of the interface by means of IPsec. However, it is up to the domain administrator's policy to also protect interfaces within the same trusted domain.

SEG as specified in 3GPP TS 33.210 [4] may be used in the trusted domain to terminate the IPsec tunnel.
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