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1 Introduction

Based on the discussion provided in S3-160956, a new key issue is presented. In reference to a current LTE system, the new key issue extends the key issue details clause with a discussion on various functions and interfaces where concealing the permanent or long-term subscriber identifier is important and allowed. The analysis may be moved to the annex as an LTE reference and be replaced by Next Generation architecture analysis, once Next Generation architecture is settled.
2 Proposal
It is proposed that the text presented in the clause pCR be added to the TR 33.899. MS-Word comments are provided to explain the changes.
3 pCR

	Note to the rapporteur: 

· All text is NEW and is based on the clause 5.7.3.1. The clause 5.7.3.1 is proposed to be deleted in S3-160963. 

· MS-Word comments are used only to show which text are based on the clause 5.7.3.1. They are NOT a part of the pCR and shall NOT be included in TR 33.899.

· Track-changes are used only to show changes from the original text in 5.7.3.1. All track-changes shall be accepted before including the text in TR 33.899.


5.7.3.x
Key issue #7.X: Concealing permanent or long-term subscriber identifier

5.7.3.x.1
Key issue details

In a 3GPP system, permanent or long-term subscriber identifiers are used during a communication process (e.g. in case of current LTE system: IMSI and MSISDN).

In the past, actively or passively acquiring such permanent subscriber identifiers (especially the IMSI) has been one of the most important attack strategies in compromising the subscriber privacy (especially the subscriber location). Therefore, concealing permanent identifiers used in a Next Generation system, that are relevant to privacy, is one of the most important key issues towards achieving the subscriber privacy.

In
 order to determine the scope of this key issue, it is important to first identify the network functions and interfaces where it is important and allowed to conceal the permanent identifier. Whether it is technically possible to conceal the permanent identifier is in the scope of solutions clause. 

The following analysis is in reference to a current LTE system, based on a likely assumption that the Next Generation system will also have similar functions and interfaces, i.e. UE (device), eNB (serving RAN), MME (serving CN), and HSS (home CN). The Figure X illustrates various points where permanent identifiers (IMSI and MSISDN) are available in the current LTE system. The Figure X also shows a passive and an active IMSI catcher. The UE, the MME, and the HSS, all have the IMSI of a subscriber. The eNB may have the IMSI, if the UE attaches using the IMSI. The passive IMSI catcher can eavesdrop on the Uu interface and collect the IMSI when the UE attaches using the IMSI. The active IMSI catcher, however, can ask the UE to provide its IMSI. The MME and the HSS have the MSISDN of the subscriber. Note that the MSISDN might be available to the UE as well, e.g. optionally stored in USIM or requested via MSISDN notification procedure. However, the UE does not use the MSISDN for operational purposes.

Editor’s Note: This analysis may be moved to the annex as LTE reference and replaced by Next Generation architecture analysis, once SA2 has settled on architecture.
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Figure 5.7.3.3.1-1: Various points where IMSI and MSISDN are exposed in a current LTE system
Interfaces and functions that do not need to be considered further in this key issue

The UE has the IMSI. Protecting the leakage of IMSI due to hardware or software vulnerability in the UE is out of scope of this key issue. Similarly, the HSS has both the IMSI and the MSISDN. Protecting the information leakage in the HSS is out of scope this key issue. The use of IPsec in S1-MME and S6a is not mandatory. However, when IPsec is adopted, the interfaces S1-MME and S6a are protected and are safe from eavesdrop. These interfaces can therefore be left out from further discussion.
Note: Storage of long-term identifier in the UE is covered in security area #5
.
Interfaces and functions that are susceptible to IMSI exposure

The Uu interface is clearly susceptible to IMSI exposure due to passive and active attacks. If sending unprotected IMSI in the Uu interface can be avoided, then the existing IMSI catcher attacks will not be effective anymore. 
The IMSI concealment can either terminate in the eNB or in the core (MME or HSS). In the latter case, the consequence is that the eNB will not know the IMSI either, which is fine because not knowing the IMSI does not hinder the functionality of the eNB. This is different than the use of S-TMSI. The eNB uses S-TMSI to choose which MME it should route the message to, but IMSI is not used for any such purpose. If the eNB does not get the IMSI, then internal attacks on the eNB also become ineffective in leaking the IMSI. There is also no LI requirement on the eNB for using IMSI to intercept the communication. Therefore, concealing IMSI at Uu and eNB is important and allowed.
For knowing the correct home network, the MME needs to know at least the MCC and MNC part of the IMSI. So, if MCC and MNC are indicated in some way, it is fine if MME does not know the full IMSI. This means the IMSI concealment terminates at HSS. Doing so would help relax the trust between the home network and the serving network. However, there are two concerns in doing so: 
a)
The first concern is that in the current LTE system, the MME knows or can know the MSISDN of the subscriber from the HSS. So just concealing the IMSI does not solve the privacy issue. A solution for this could be to not give the MSISDN to the MME.

b)
The second concern is about the LI requirements. Referring to the 3GPP TS 33.106 and 3GPP TS 33.107, following LI requirements do not allow IMSI concealment from the MME:

-
a target shall be identifiable through its IMSI;

-
a lawful intercept target can be a roaming user with a subscription belonging to another 3GPP network; and

-
a visited network shall be able to support the interception of all services without home network assistance or visibility.

It means that concealing IMSI at MME, although important, is not allowed. Therefore, the scope of concealing the permanent identifier can be summarized as follows:

· left out of scope



: at UE, S1-MME, S6a, and HSS (home CN);
· important and allowed

: at Uu and eNB (serving RAN); and
· important but not allowed
: at MME (serving CN).
The IMSI is used here just as a representation of an identifier that can be used for LI. For example, even if one permanent or long-term identifier (e.g. IMSI) is concealed from serving CN in the Next Generation system, it is likely that LI will require some other permanent or long-term identifier (e.g. MSISDN). The consequence is that concealing one identifier (e.g. IMSI) does not solve the privacy issue. If all the permanent or long-term identifiers are concealed from the serving CN and a mechanism is developed so that the home CN needs to be involved for identifying the LI targets, then the third LI requirement listed above will be violated. 

Therefore, concealing the permanent or long-term identifiers from the serving CN, though important, would not be legal unless the LI requirements are revised or relaxed.

5.7.3.x.2
Security and privacy threats 

Note: Similar threats as in clause 5.7.3.2
.2.

5.7.3.x.3
Potential security requirements

-
The subscriber identifier protection shall be at least as strong as provided by existing UMTS and LTE system.

-
Permanent subscriber identifiers shall be concealed in communication, whenever feasible. 
Editor’s Note: It is FFS to determine if the permanent subscriber identifiers could be concealed even during the first communication, e.g. initial ATTACH REQUEST. 
-
Temporary subscriber identifiers shall be used instead of permanent subscriber identifiers in communication, whenever feasible.

Editor’s Note: It is FFS to determine if only the temporary subscriber identifiers could be used in all communications.



�The first two paragraphs in this clause are moved originally from� 5.7.3.1.1. So the track-changes show what is different from the original text.


�Starting from here, the rest of the text in the clause is new.


�Alec wanted to put this note for clarity.


�Note to the rapporteur:


Instead of preserving the clause number by using “void, if the numbering of the clause is restarted from “1”, this should be changed to “1”.


��The following is moved originally from 5.7.3.1.3.





The track-changes show what is different from the original text.


�The security area “Security within NG-UE” (clause 5.5), has a key issue “Secure storage and processing of credentials and identities” (clause 5.5.3.1) which covers secure or trusted storage of permanent identifiers. Therefore the first EN could be removed without any loss
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