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Introduction 

In addition to studying whether the UE should have some ability to trigger a refresh of the radio keys, it should also be considered whether such a trigger should also apply to the keys that could be held in the core network but in exposed locations. It is proposed to update the exisiting Key Issue # 3.2 to reflect this case.
Proposed pCR

***
BEGIN OF FIRST CHANGE
***
5.3.3.2
Key Issue #3.2: Refreshing keys

5.3.3.2.1
Key issue details

In GSM/GPRS, UMTS and LTE it is entirely down to the visited network to determine when a reauthentication, and consequent change of radio interface keys, takes place.  There is no way for the UE (or a service running on the UE) to demand – or even request – that keys should be refreshed.  The only route open to the UE is to drop the connection and then reconnect, and hope that this triggers a reauthentication; even then, there is no guarantee.

5.3.3.2.2
Security threats 

The main threat here arises when a UE roams onto a visited network that has a lax security policy, allowing the same radio interface keys to remain in use for a long time.  There are two drivers to update a cryptographic key: either the length of time that the key is used for, or the volume of data that it’s used to protect.

Also, a false network that has somehow managed to get hold of valid session keys can continue using those session keys indefinitely, unless the UE can demand an update. 
After handover from a different generation (e.g. UMTS), which may have run a less strong authentication and key agreement procedure than the NextGen one, the same (or derived) session keys may continue to be used.  Even if the standards recommend that a network should reauthenticate after handover, some networks may not do so.

5.3.3.2.3
Potential security requirements

-
The UE should have some ability to trigger a refresh of security keys.  Care must be taken not to create network overload, however.  
Note 1: The decision to refresh the keys is the responsibility of the network. 
Editor’s Note: The exact keys that a UE may be able to trigger a refresh of are FFS.

Editors' note: The action of the UE if the network fails to change the security is for ffs. 

***
END OF FIRST CHANGES
***
