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Abstract of the contribution: This is the living document addressing the spatial replay key issue #7.3.3 describer in TR 33.833 under clause 7.3.3.
1 Introduction

The spatial replay problem has been introduced in TR 33.833 [2] under clause 7.3.3. The problem is that an attacker has a time window during which he can tunnel (e.g. through the internet) discovery messages between 2 ProSe enabled UEs that are entitled to discover each other. Therefore, the attacker can fool the UEs into believing that they are in proximity while they can potentially be miles away from each other.

2 Scope

The present document contains solutions to the spatial replay attack problem described in TR 33.833, their evaluation and a conclusion on if needed what would be the basis for normative work. 
3 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 33.833: "Study on Security issues to support Proximity Services".
4 Definitions, symbols and abbreviations

4.1 Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

4.2 Symbols

For the purposes of the present document, the following symbols apply:

4.3 Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. 
An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

5 Solutions

5.X
Solution #X <Title of the solution>

Editor’s note: This is the solution template.

5.X.1
Introduction

Editor’s note: This clause contains an introduction and a high level description of the solution.

5.X.2
Solution details

Editor’s note: This clause contains the detailed description of the solution.

5.X.3
Evaluation

Editor’s note: This clause contains an evaluation of the solution.

6 Conclusion

Editor’s note: This clause contains the conclusion.

