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1. Overall Description:

SA3 would like to thank GSMA FSAG for their LSs on Protecting UE network capabilities from ‘bidding down attack’ (S3-160908/ FSAG Doc 29_001) and Solving Legacy Security Issues (S3-160909/ FSAG Doc 32_004).
On the bidding down attacks:-

SA3 has analysed the two proposed solutions and have agreed a Release 14 change request (see attached S3-161217).  A summary of the solution is given below:-
The UE will calculate a hash of any Attach or TAU Request that it sends to the network. If the Attach or TAU Request fails integrity check, then the MME calculates the hash of the message it received and sends the hash to the UE in the security mode command message. If the security mode command message successfully checks at the UE, the UE then compares the hash it calculated against the hash it received. If these are different the UE includes the Attach Request/TAU Request message into the security mode complete message.  The MME shall treat this messages as the Request message that the UE sent to it.
SA3 believe that the above solution solves the issue of protecting UE network capabilities from ‘bidding down attack’.
On the legacy security issues:-

SA3 have agreed the two CRs (see attached S3-161161 and S3-161162). These CRs are being sent to RAN6 and CT1 to receive feedback and are expected to be revised at later meetings to resolve the Editor’s Notes.  A summary of the solutions is given below:-
The possibility to disable a compromised encryption algorithm in the MS (S3-161161) and enforce mutual authentication over 2G networks (S3-161162) have been added.  The home operator uses SIM OTA to update the files EF ‘Disabled Algorithms’ and EF ‘Disabled Authentications’ in its customer’s UICC.  These indicate the unauthorised algorithms and unauthorised authentication mechanisms on a per visited network basis. The MS needs to read these files on the UICC, and the algorithms and authentication mechanisms that are marked as disabled shall not be used by the MS in the corresponding visited network.
2. Actions:

To GSMA FSAG group.

ACTION: 
SA3 asks GSMA FSAG group to take the above into consideration.
3. Date of Next TSG-SA WG3 Meetings:

SA3#85
7-11 November 2016
Santa Cruz de Tenerife, Spain
SA3#86
6-10 February 2017
Sophia Antipolis, France
