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Abstract of the contribution: This contributions proposes to resolve editor's notes in 33.916 related to figures. This is a companion contribution to S3-161119
Discussion

There are two editor's notes in 33.916 related to figures. This document proposes updates to the figures as stipulated in the editor's notes.
Proposal

It is proposed to accept the following pCR.
********************************* First Change *****************************

5.2.3.1
Introduction
3GPP will have to list the countermeasures deemed relevant to mitigate the risks identified in the threat assessment. These countermeasures will take the form of either:

-
security requirements on the network product with associated test cases; or
-
operational environment security assumptions for a given product class.

The Security Requirements clauses within the the pertinent 3GPP TS contain the security requirements identified according to the threats (see figure 5.2.3.1-1).
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Figure 5.2.3.1-1: Process for deriving security requirements in a SCAS document


The security requirements will include security functional requirements as well as hardening requirements and basic vulnerability testing requirements. The security functional requirements are ensuring the existence of security functionalities in the network products in order to achieve security objectives (e.g. 3GPP functional requirements). The hardening requirements are either ensuring the absence of unneeded or insecure functionality, or impose a restriction on a function forcing it to behave in a more secure way. The basic vulnerability testing requirements specify the areas to be subjected to basic vulnerability testing. 

The purpose of hardening is to reduce the attack surface and security vulnerability of the network product and to ensure that security functions of the network product cannot be bypassed. SECAM will specify hardening requirements that should be part of the evaluation. Those requirements are only intended to reduce the attack surface rather than directly related to a security function. All security requirements, those related to a specific security function as well as those related to the reduction of the attack surface and basic vulnerability testing requirements, will be treated on the same footing and the text of clause 5.2.3.3 applies to all "types" of requirements. Their evaluation will be based on the tests cases of the SCAS. In any case, hardening requirements imply that they are implemented before evaluation through test cases. Hardening requirements should be formulated generic enough, or in different variants, to be applicable for a variety of anticipated operating systems and applications. Hardening is needed to let network products achieve the given security baseline and assurance level, alongside with other security requirements. 

Hardening can be the removal of services, protocols, ports, etc. in order to reduce known security vulnerabilities and minimize the risk in an existing but unneeded functionality. An example of hardening is to remove unnecessary services of general purpose software used in a specific context. It can also be a physical action like removing unneeded USB ports. An example of such a requirement is provided at the end of clause 5.2.3.3.

SECAM security requirements represent the common agreement of operators and vendors on what has to be implemented for a given network product class to achieve the required security baseline. All those requirements (including operator's initialization and configuration requirements which have been channelled through the relevant SECAM standardization processes) have to be taken into account from the beginning of the development and design phase of the network product as well as in subsequent updates of the network product. This will ensure that network products will be developed in a way that:

a)
Maximizes their likelihood to pass SECAM evaluation.

b)
They operate correctly and securely when deployed in operator's networks.
c)
Avoids costly patching cycle to ensure a) and b).
********************************* Next Change *****************************

7.2.2.3
Process


The usage and update of this set of document during a SECAM evaluation is described in figure 7.2.2.3-1 below.
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Figure 7.2.2.3-1: Overview of the SCAS instantiation documents evolution
 during a SECAM evaluation


Step1 is the initial production by the vendor of the required documentation and its update if required by step 2. It is outside of the scope of SECAM to describe this task.

Step 2 is the SCAS instantiation evaluation to check whether an SCAS instantiation written by a vendor is a correct instantiation of the SCAS of the network product class and whether it is a good basis for evaluating the network product. 

Step 3 is about performing the SCT and BVT testing tasks as described in the present document, which will use this instantiation documentation as input. The evaluation does not start (neither SCT nor BVT) as long as steps 1 and 2 are not completed. 
Further documentation is produced during step 3. During step 3 for example, the SCT and BVT testers will describe the concrete test bed used for testing as well as "instantiated test cases" (i.e. the description of the concrete test case on the network product corresponding to the generic SCAS test case). At the end of step 3, the SCAS instantiation documentation as well as the SCT and BVT documentation is an output document provided to the operator. These documents are described in clauses 7.2.3 and 7.2.4.

After step 3, the SCAS instantiation documentation as well as the SCT and BVT documentation produced in step 3 are given to the operator for its final review and final security acceptance decision.

********************************* End of Changes *****************************
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