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[bookmark: OLE_LINK5][bookmark: OLE_LINK6][bookmark: OLE_LINK7][bookmark: OLE_LINK173][bookmark: OLE_LINK174]Abstract of the contribution: This pCR proposes to add the test case of protecting data and information in transfer into the section 5.2.3.2.4 of TS 33.116.
Introduction 
This contribution proposes to add the test case of protecting data and information in transfer into the section 5.2.3.2.4 of TS 33.116.
Proposed pCR
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[bookmark: _Toc452039777]5.2.3.2.4	Protecting data and information in transfer
There are the following MME-specific additions to clause 5.2.3.2.4 of TS 33.117:
Requirement Name: tba
Requirement Reference: to be done later
Requirement Description:
-	In particular, confidentiality and integrity protection of the communication between the MME and the OAM entities shall be ensured. 
-	The transmission of data mentioned in clause 5.2.3.2.4 of TS 33.117 includes the transmission of data between the MME and management entities.
Security Objective references: tba
Test case: tba
Test Name: TC_PROTECT_DATA_INFO_TRANSFER_1
Purpose:
Verify the confidentiality and integrity protection of the communication between the MME and the OAM entities. 
Procedure and execution steps:
Pre-Conditions:
The OAM implementing the security protocol configured by the vendor (e.g. SSH client supporting SSHv2 or HTTPS client) shall be available.
The tester has some tools to catch the transferred data between the MME and the OAM entities.
Execution Steps 
1. The tester shall start a management session using one of the secure OAM protocols.
2. shall catch some transferred data between the MME and the OAM entities and check whether these transferred data have the confidentiality and integrity protection or not.
Expected Results:
The transferred data between the MME and the OAM entities are properly protected according to the used OAM protocol. 
Expected format of evidence:
Provide evidence of the check of the product documentation in plain text. Save the logs and the communication flow in a .pcap file.
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