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Abstract of the contribution: This contribution addresses the editor’s notes under clause 5.8.1
1 Introduction 
This contribution proposes the necessary changes in order to resolve the editor’s notes in the security area #8 for network slicing under clause 5.8.1.
2 Justification
The first editor’s note requires reformulating the introductory text in a more coherent manner. In this line some changes are proposed in order for example to avoid the repetition in paragraphs 2 and 3.
The second editor’s note requires a note in order to clarify that the scope of the key issue of security isolation of network slices covers both physical and logical isolation. There is a dedicated security issue for isolation under clause 5.8.3.1.1. Therefore, it is proposed to move the editor’s note there.

The last paragraph of the clause contains a list of key issues to be addressed is proposed. First, it was not required in the template to maintain a list of key issues in the introductory clause. Second, all the items in this list are already covered by corresponding key issues under clause 5.8.3 which is actually dedicated to the key issues. Therefore, this list does not fulfil any purpose and should be removed.

3 Proposal
It is proposed to approve the changes below for inclusion in TR 33.899.
4 pCR 
***
BEGIN CHANGES
***
5.8.1
Introduction 


Network slicing will be an important component of the Next Generation network. It enables the operator to create networks customised to provide optimized solutions for different market scenarios which demands diverse requirements, e.g. in the areas of functionality, performance and isolation. A network slice is composed of a collection of logical network functions that supports the communication service requirements of particular use cases.
Functionalities and capabilities within 3GPP scope that enables the next generation system to support the Network Slicing and Network Slicing Roaming requirements are defined in TR 22.864 [6]. Solutions for the network slicing which include architecture and functionality are defined in TR 23.799 [2].

Among the features related to network slicing in [2], several have potential  security implications, such as the sharing of network functions and the isolation between the different slices. In particular, in relation to isolation, in some of  the security requirements of [6], it is mentioned that network slices might be potentially open for 3rd parties to run their own functions or even might be entirely managed by external parties such as an enterprise or a public safety organization.

Other requirements and use cases from [6] indicate that the service access model is different in the Next Generation systems. UEs are not only able to access the services through different types of access networks: 3GPP, non-3GPP, trusted and less trusted, but also able to simultaneously access services provided by different network slices. All these capabilities combined lead to a proliferation in the number of possible deployment scenarios for example depending on which functions are shared, which type of network access is used, what is the trust relationship between the service provider and the network operator, etc.  











***
NEXT CHANGE
***
5.8.3.1.1
Key Issue #8.1: Security isolation of network slices

5.8.3.1.1
Key issue details

Editor’s Note: Aspects related to independent and network slice specific security policies should be merged with Key Issue #8.2. 
Editor’s Note: A note is to be added to clarify that security isolation of network slices applies to both physical isolation and logical isolation.
Isolation between slices is a basic requirement of slicing network. TR 22.864 (ref.[6].5.1.2.1) and TR 22.891(ref.[7].5.2.3) have given some specific requirements about isolation. For example, elasticity and change of slices or the communication in one slice cannot have impact on services served by other slices. One slice cannot have unauthorized access to functions in other slices. These can be utilized to launch attacks without isolation.  

Network slices need to be isolated from each other in robust way. One network slice supporting one group of UEs or supporting one set of functions, if got compromised, shouldn’t negatively impact the performance and security of another network slice. It should be possible for each network each slice to have independent security policy in accordance with the defined functionality of the network slice requirement. The isolation should not be restricted to isolate between different slices but also allow multiple instances of the same network slice.
Editor’s Note: It is needed to further clarify the concept of network slice instances in this context and the difference with the concept of network slices. 

***
END OF CHANGES
***
