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Abstract of the contribution: This contribution proposes some changes to the Security Area #5 (security within NG-UE) of TR33.899.
1. Discussion
The existing key issue 5.1 deals with secure storage and processing of subscription credentials and identities within the NG-UE. The secure storage and processing of device credentials and identities should be treated in a separate key issue as they may not be stored in the same place. For example, subscription credentials may be stored in a removal UICC whereas the device credentials can not be stored in such a removal UICC. 

Proposal 1: Modify the title of the existing key issue 5.1 to clearly state that it deals with subscriptions credentials; Add a new key issue to deal with secure storage and processing of device credentials and identities within the NG-UE.
Per the email approval process agreed at the last SA3 meeting, the proposed potential security requirements related to this key issue did not reach consensus during the email discussion and approval process. Therefore, the existing potential security requirements in section 5.5.3.1.3 should be removed from the TR unless this meeting reaches consensus on them.

Proposal 2: Remove the existing potential security requirements in section 5.5.3.1.3.

In order order to progress this key issue, we also propose potential security requirements for key issue 5.1 for discussion and agreement in the pCR section.

Proposal 3: SA3 is requested to agree on the proposed potential security requirements in the pCR for key issue 5.1
We also propose security threats and potential security requirements for the new key issue 5.y (Secure storage and processing of device credentials and identities) for discussion and agreement in the pCR section.

Proposal 4: SA3 is requested to agree on the security threats and proposed potential security requirements in the pCR for the new key issue 5.y

2. Proposal

It is proposed that SA3 approve the pCR to TR 33.899 that implements the proposals 1 to 4.
3. pCR

***
BEGIN CHANGES
***
5.5
Security area #5: Security within NG-UE 

5.5.1
Introduction 

This clause deals with the security of sensitive data handled within the User Equipment. 
5.5.2
Security assumptions
Editor's Note: This clause will document security assumptions related to each security area. 

5.5.3
Key issues
5.5.3.1
Key issue #5.1: Secure storage and processing of subscription credentials and identities

5.5.3.1.1
Key issue details

The Next Generation System requires the storage of subscription credentials and identities (human and machine) in the User Equipment. 

Subscriber (human and machine) credentials and identities allow the network operator to authenticate its subscribers. Subscriber authentication is needed to identify the origin and destination of the communication, to guarantee the Quality of Service and fulfill contractual, legal and regulatory obligations. 

5.5.3.1.2
Security threats 

An attacker may perform software and/or hardware attacks on the UE in order to extract the subscription credentials and identities that the attacker could then (re)use to clone the subscription. 

The extraction of subscriber credentials and identities would have the following threats for the subscriber, e.g.:

-
The attacker could intercept the communications of the subscriber.  

-
The attacker could use the cloned subscriber credentials and identities with his/her Mobile Equipment to impersonate the subscriber. For example, the subscriber would be billed for communications he/it is not the originator of. 

The extraction of subscriber credentials and identities would have the following threats for the network operator, e.g.:

-
The operator could lose income because:

o
The attacker could use the cloned subscriber credentials and identities with Mobile Equipment and impersonate the subscriber and thereby using another subscribers subscription for his/her own good. 

o
The attacker could use the cloned subscriber credentials and identities with both his/her original Mobile Equipment and in other Mobile Equipment for which the attacker does not pay, e.g. in cases,  (where a subscription is intended for use in one single Mobile Equipment at any given time).

o
The attacker could distribute the cloned subscriber credentials and identities to other users such that an unlimited data plan could be shared between several users across many User Equipments.

Editor's Note: Subscriber versus user is for further study.

-
The operator could no longer guarantee the origin and destinations of communications. This could have impacts on the billing, on the quality of service of the network, on the subscriber confidence in the network operator (brand reputation). 

-
The attacker could retrieve a secret allowing the remote administration of the subscription parameters which could eventually, in turn, lead to a denial of service attack. 

-
The network operator could no longer fulfill contractual, legal and regulatory obligations. 

5.5.3.1.3
Potential security requirements






Within 3GPP Next Generation System: 

· The subscriber credentials and identities shall be integrity protected within the NG-UE using a hardware based root of trust. 
· The sensitive subscriber credential information (e.g., secret keys, operator specific authentication algorithm customization parameters) shall be confidentiality protected within the NG-UE using a hardware based root of trust and shall never be accessible in the clear within the NG-UE outside of the confidentiality protected environment.
5.5.3.y
Key issue #5.y: Secure storage and processing of device credentials and identities
5.5.3.y.1
Key issue details
The Next Generation System requires the secure storage of device credentials (e.g., device certificate, private key associated with the certificate, device identifiers such as the IMEI) within the NG- UE. The device credentials and identifiers allow the network operator to authenticate the device. This device authentication is needed in order to verify that the device identifier reported by the device to the network is authentic. 
5.5.3.y.2
Security threats 
If an attacker is able to extract the private key associated with the device certificate, then the attacker may be able to spoof the identity of another legitimate device and thus overcome the authorization checks based on the device authentication performed by the network. Therefore, the sensitive device credential information such as the private key needs to be confidentially protected.

Furthermore, if an attacker is able to modify the device identifier, then the attacker may use the device to report a false device identifier to the network, thus leading to unnecessary signalling with the network (e.g., report a false device identifier that leads to failure of the device authentication) or report a false device identifier to the network when the authentication of the reported device identifier is not performed. Therefore, the device identifier needs to be integrity protected within the NG-UE. 
5.5.3.y.3
Potential security requirements
Within 3GPP Next Generation System: 

· the device credentials and identities shall be integrity protected within the NG-UE using a hardware based root of trust that is physically bound to the device (i.e., non-removable from the device). 
· the sensitive device credential information (e.g., private or secret key associated with the device identifier) shall be confidentiality protected within the NG-UE using a hardware based root of trust that is physically bound to the device (i.e., non-removable from the device) and shall never be accessible in the clear within the NG-UE outside of the confidentiality protected environment.
5.5.4
Solutions
5.5.4.z
Solution #5.z: <solution name>

5.5.4.z.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.5.4.z.2
Solution details  

5.5.4.z.3
Evaluation 

5.5.5
Conclusions 

Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
***
END OF CHANGES
***
