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Abstract of the contribution: This contribution adds EAP as a candidate for Next Generation authentication framework. 
1 Introduction 
This contribution proposes EAP as a candidate authentication framework for Next Generation system. 
2 Discussion 
This document proposes Extensible Authentication Protocol (EAP) as the authentication framework for NextGen system. EAP is appealing because  

-
EAP could make the integration of non-3GPP and 3GPP accesses easier by introducing an unified framework for all accesses. 
-
EAP could facilitate new use cases, and business opportunities for Mobile Operators. For example, EAP would make it easier to integrate several authentication methods into the system if needed by the Mobile Operator. Such methods could be needed to support third parties, such as factories or corporations, to use their own identity management, credentials and authentication methods in the authentication process to access the 3GPP system.  

The architecture of the NextGen System supports several access systems including the new NG RAT(s), eLTE, and non-3GPP access types. The non-3GPP accesses include both WLAN and fixed accesses, potentially also satellite access. The authentication framework should ideally be uniform over various accesses. 

When EAP was evaluated the first time as documented in TR 33.821, it was assumed that handovers between 3GPP access types would be more frequent than between 3GPP and non-3GPP access types. For this reason, the alignment of the authentication framework for 3GPP access types and non-3GPP access types were optimized separately. 
Next Generation brings up new use cases that were not part of earlier 3GPP generations, especially in terms of the authentication credentials. For example, there are already millions of IoT devices that have public key cryptography implemented but no SIM cards. Next Generation system could provide network access for such devices if desired by the Mobile Operator. Furthermore, in the context of 3GPP network owned by a third party such as a factory or a corporation, it is the case that the owner may already have a credential management system and hence is able to provide for the authentication. TR 22.862 describes the Industrial Factory Automation use case in the following way:  

"Network access security used in an industrial factory deployment is provided and managed by the factory owner with its ID management, authentication, confidentiality and integrity."

Finally, considerations related to other open issues such as backwards compatibility, migration and interworking with LTE (or enhanced LTE) need to be taken into account. These issues are still under discussion in other 3GPP working groups, however, they still need to be considered in SA3 authentication framework discussions.  
3 Proposal
It is proposed that a solution based on EAP is added to TR 33.899. The proposed solution is a baseline solution that needs to be further studied and developed. Some of the open issues are: 
· Further details and analysis of EAP methods. 

· Deployment options and potential optimizations. 

· Support for fast re-authentication with potential handovers and mobility. 
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5.2.4.z
Solution #2.z: EAP authentication framework 
5.2.4.z.1

Introduction 

This solution addresses key issues #2.1 Authentication framework, #2.3: Authentication identifiers and credentials and #2.5: Non-AKA-based authentication. 

This solution assumes that the NextGen system requires an authentication framework that is capable of delivering more than one authentication mechanism in a uniform way. The purpose is to further explore how the Extensible Authentication Protocol (EAP) [x] could be deployed in NextGen system. 

Some reasons for making the EAP framework appealing for NextGen system are: 

-
EAP would make the integration of non-3GPP and 3GPP accesses easier by introducing a uniform framework for all accesses. 
-
EAP would facilitate new use cases, and business opportunities for Mobile Operators. EAP would make it easier to integrate various authentication methods into the system. Such methods may be needed to support use cases related to new types of actors, such as factories or corporations, using their own identity management, credentials and authentication methods in the authentication process to access the 3GPP network.  

Editor's note: Interworking with and migration from earlier 3GPP network(s) is FFS. 
5.2.4.z.2

Solution details 

5.2.4.z.2.1
Introduction 
NOTE: In order to make the solution more readable to people familiar with earlier 3GPP protocols, this solution refers to NAS protocol and messages in order to demonstrate the principles of the solution. These messages should be taken examples. 

This solution assumes the following reference architecture: 

Editor's note: 
The authentication framework is currently under development in TR 23.799 [2] and in the present TR security area #1. The functions, reference points and their names used in this solution may need to be updated according to the agreed framework. 

· CP-CN function: control plane function in the core network, used e.g. for mobility and session management. 

· SCKM function: security context and key management function maintains the Authentication Root Security Key (ARSK) upon successful UE authentication. This is one potential realization of the "security anchor" discussed in key issue #1.2. SCKM could be co-located with CP-CN as it is in LTE (cf. MME) or it could be separate and located deeper in the network. 

· CP-AU function: control plane authentication function performs the UE authentication process, and interacts with AAA functionality for carrying out authentication. 

· AAA function: the profile repository and authentication function of the home network. 

The EAP authentication framework is presented as a collection of generalized phases that can be referred to and discussed separately in the solution. There are several ways to deploy the EAP framework for authentication, and some deployments and network configurations may be more optimized than others. This solution analyses different options of deploying EAP into the NextGen. 

The generalized phases are: 

1.
Identity exchange 

2.
Optional EAP method specific identity exchange 

3.
Rest of EAP method specific signalling (including the signalling with the potential back-end server)

4.
EAP Success/Failure and exchange of the Authentication Root Security Key (ARSK) over AU-SCKM interface. 

The connection establishment (phase 0 in Figure 5.2.4.z.2-1) or how the ARSK is used between the UE and the CN are out of the scope of the solution. 
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Figure 5.2.4.z.2-1: Generalized EAP framework 

Editor's note: EAP assumes unreliable transport. This means that the authenticator may retransmit Requests that have not yet received Responses. Since EAP defines its own retransmission behavior, it is possible for the retransmission to occur both in the lower layer (e.g. NG "enhanced NAS" or equivalent) and the EAP layer. It is FFS if the potential 3GPP profile for EAP should implement retransmission or not. 

5.2.4.z.2.2
Phase 1: Identity exchange  
EAP framework provides an initial set of EAP Types used in Requests/Responses exchanges. Identity is one of EAP Types, and it is mandatory in all EAP implementations. However, it is optional to use within the EAP conversation. The identity information can be sent by using means outside EAP. 

The purpose of the (initial) EAP identity exchange is mainly to locate the right AAA server that is able to authenticate the UE, and to choose the correct EAP method. In theory, the first identity presented by the UE could be abbreviated or encrypted identity as long as it identifies the AAA Server. The exact content of the identity response may depend on EAP method or deployment. 

Variant p1-1: Front-end identity exchange within EAP conversation 

In this variant, illustrated in Figure 5.2.4.z.2.2-1, the identity exchange is done within the EAP conversation. More precisely, after the connection establishment, the CP-CN/SCKM sends the EAP Identity Request to the UE (Figure 5.2.4.z.2.2-1 assumes that an enhanced NAS protocol (eNAS) is used to carry EAP packets). The UE responds with its identity in the EAP response. Afterwards, the CP-CN/SCKM initiates the Diameter EAP application with the CP-AU. 
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Figure 5.2.4.z.2.2-1: EAP identifier carried within EAP conversation 

Variant p1.2: Identity exchange in eNAS Attach 

In variant p1.2 shown in Figure 5.2.4.z.2.2-2, the identity exchange is done outside EAP conversation. The UE sends an Attach (or an equivalent) with the identity, and the CP-CN/SCKM initiates the EAP conversation with the CP-AU. 
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Figure 5.2.4.z.2.2-2: EAP identifier carried outside EAP conversation 

5.2.4.z.2.3
Phase 2: Optional EAP method specific identity exchange
The CP-AU may send another Identity Request to the UE in case it is not able to choose the appropriate EAP authentication method, or identify the UE if required before proceeding with the authentication. The identifier used in the initial identity response may be different than the one used for authentication within the EAP method (e.g. for privacy reasons). The optional identity exchange is demonstrated in Figure 5.2.4.z.2.3-1. 
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Figure 5.2.4.z.2.3-1: Optional EAP method specific identity exchange
5.2.4.z.2.4
Phase 3: Rest of EAP method specific signalling

The EAP authentication methods have different number of round-trips but they all run end-to-end authentication between the UE and the CP-AU. The intermediate nodes are typically just pass-through entities. Nevertheless, it is also possible that the intermediate nodes implement some EAP methods locally, and that the authentication is terminated closer to the serving network. 

NOTE:
It is often assumed that the home control of authentication is an inseparable characteristic of the EAP-architecture i.e. the AAA-server always resides in the Home Network. However, more flexibility on the termination of EAP methods could be possible if EAP methods were implemented in the Visited Network, and the Home Network acted as a back-end server (cf. LTE). Similar deployment model in which EAP was terminated in MME was considered in TR 33.821. 

Variant p3.1: EAP-AKA' 

This solution assumes that it would be beneficial to specify only one AKA variant for Next Generation. The proposal is that this would be EAP-AKA'. There might be backwards compatibility reasons for the UE to support both EAP-AKA' and EPS AKA. However, support of both is not necessary for the Next Generation CN. 

EAP-AKA' is already used in TS 33.402 [y] for non-3GPP accesses. In figure 5.2.4.z.2.4-1, the CP-AU is terminating the EAP-AKA' conversation and requesting AKA AVs from the AAA Function. EAP-AKA' Request and Response messages are exchanged between CP-AU and UE. 
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Figure 5.2.4.z.2.4-1: EAP method specific signalling – EAP-AKA' 

Variant p3.2: EAP-TLS 

Alternative authentication methods are being discussed in the co-called "Factory" use case [4]. It is assumed that the NextGen system is owned by a third party, and that third party would need to use alternative authentication methods with different types of credentials. The EAP framework provides means to use alternative methods with different types of credentials. 

This variant assumes that the authentication is done using existing third party credentials and identity management system. In other words, the CP-AU function performing the authentication may be owned and managed by a third party (the Factory owner). The exact details of the authentication method are transparent to the CP-CN/SCKM, and any other EAP method (than EAP-TLS) could be used if agreed between the Factory and the mobile operator. 

EAP-TLS described in RFC 5216 [z] is based on TLS 1.1. The protocol itself includes the TLS version number, so in theory any TLS version above 1.1 could be used. TLS version is important because some TLS variants are more optimized than the others, and may have different security properties.

Figure 5.2.4.z.2.4-1 demonstrates the initial EAP-TLS handshake done between UE and CP-AU. Authentication is done by using both server and client certificates, and requires a root of trust (i.e. certificate authority, CA). After the initial handshake, EAP-TLS session can be "resumed" making the handshake more efficient. 
This scenario assumes that the owner of the CP-AU only takes care of authentication. The rest of the subscriber data management that may be needed in the Next Generation system is done in the AAA Function. After successful or unsuccessful (re-)authentication, the CP-AU and the AAA Function may need to exchange subscriber related information. 
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Figure 5.2.4.z.2.4-2: EAP method specific signalling – EAP-TLS 

5.2.4.z.2.5
Phase 4: EAP Success/Failure and exchange of the ARSK 

The EAP Success/Failure messages are part of the EAP authentication layer. These messages are not delivered to the EAP method. It is important that these messages are sent over reliable transport because they are not retransmitted by the authenticator. It is also important that the CP-CN/SCKM understands the semantics of these messages because the EAP Success message carries the master security key ARSK, and  the EAP Failure means unsuccessful authentication, and potentially an unauthorized UE. 
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Figure 5.2.4.z.2.5-1: EAP Success or EAP Failure  

5.2.4.z.2.6
Security context transfer
One of the arguments against of the EAP-AKA and the EAP framework when evaluated in TR 33.821 [l] was related to handovers and idle mode mobility. It was considered that transfer of keying material without re-authentication was contradictory to the EAP keying framework. EAP keying material was not allowed to be transported to another entity, i.e. between MMEs. One reason for splitting the security context and key management functionality outside the CP-CN entity could be to allow faster re-authentication in such scenarios. 

The earlier work focused on evaluated EAP-AKA only, and considered the method specific fast re-authentication as one option to optimize the procedure. There has been further progress in IETF on a EAP method independent framework for re-authentication that should be further analysed from Next Generation point of view. RFC 6696 [m] specifies the EAP extension for EAP re-authentication protocol (ERP). ERP is common for all EAP based authentication methods and can be used for efficient re-authentication between the peer and EAP re-authentication server. The re-authentication server may locate in the visited network. 

ERP could be used in NextGen system to provide faster re-authentication, for example if/when the security end-point (i.e. CP-CN) in the network side is changing. In figure 5.2.4.z.2.6-1, the SCKM is decoupled from the CP-CN. 


[image: image8.emf]UE CP-AU SCKM

New 

CP-CN

Old

CP-CN


Figure 5.2.4.z.2.6-1: Re-authentication using ERP   

Editor's note: Details on if/how to use the ERP in Next Gen system are FFS.  
5.2.4.z.3

Migration and interworking with LTE/eLTE 
Editor's note: Architectural and service related requirements on migration and interworking with LTE/eLTE are still open in other 3GPP WGs, and needs to be clarified. 
5.2.4.z.4

Evaluation 
Tba 
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