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*******************START OF CHANGE***********************
7.3.1
General

To create the group's security association, a Group Master Key (GMK) and associated identifier (GMK-ID) is distributed to MCPTT UEs by a Group Management Server (GMS). The GMK is distributed encrypted specifically to a user and signed using an identity representing the Group Management Server. Prior to group key distribution, each MCPTT UE within the group shall be provisioned by the MCPTT Key Management Server (KMS) with time-limited key material associated with the MCPTT User as described in clause 7.2. The Group Management Server shall also be provisioned by the MCPTT KMS with key material for an identity which is authorized to create groups.

The GMK is distributed within a Group Key Transport payload. This payload is a MIKEY-SAKKE I_MESSAGE, as defined in IETF RFC 6509 [11], which ensures the confidentiality, integrity and authenticity of the payload. The GMK is distributed with a 32-bit Group User Key Identifier (GUK-ID). The GUK-ID is generated from the GMK-ID and a User Salt derived from the user's MCPTT ID.

The GMK is encrypted to the user identity (UID) associated to the MCPTT UE. The UID used to encrypt the data will be derived from the user's MCPTT ID and a time stamp as described in clause 7.2. The user's MCPTT ID is added to the recipient field (IDRr) of the message.

The Group Key Transport payload is signed using (the KMS-provisioned key associated to) the identity of the Group Management Server (GMS). This identity is derived from the GMS's URI (e.g. gp.manager@mcptt.example.org) and a time stamp. The GMS's URI is added to the initiator field (IDRi) of the message.

The GMK is provided together with an activation time, which is the time from which the key should be used for transmission of group communications, replacing previous keys assigned to that group; the group identity for confirmation of the association of the GMK to the group; and an optional text payload which may be used to provide user-readable text. These associated parameters are encrypted by the GMK and carried in the MIKEY-SAKKE I_Message in the group key transport payload.

The security processes are summarized in figure 7.3.1-1 and further detailed below.
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Figure 7.3.1-1: Generation of a group key transport message (encapsulation of GMK)
At the MCPTT UE, the GMS's URI is extracted from the initiator field (IDRi) of the message. Along with the time, this is used to check the signature on the Group Key Transport message. If valid, the UE extracts and decrypts the encapsulated GMK using the (KMS-provisioned) user's UID key. The MCPTT UE also extracts GUK-ID and xors the GUK-ID and User Salt together to extract the GMK-ID. If the GMK consists of zero bytes, the GMK and GMK-ID shall be treated as revoked and shall not be used. 
The extraction procedure is described in figure 7.3.1-2.
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Figure 7.3.1-2: Processing of a group key transport message (extraction of GMK)
Following successful extraction of the GMK, the MCPTT UE decrypts and extracts the MCPTT group ID carried in the encapsulated associated parameters payload. The MCPTT UE stores the GMK together with the group identity, activation time and optional text field. If the decryption process for the encapsulated associated parameters fails, the GMK is rejected.

The Group Key Transport payload includes the Group User Key Identifier (GUK-ID) within the CSB-ID field. The GMK is unique within the MCPTT system and is identified by a GMK Identifier (GMK-ID) from which the GUK-ID is derived. On creating the GMK, the Group Manager generates a GMK-ID as follows. The 4 most significant bits of the GMK-ID is the 'purpose tag' which defines the purpose of the GMK. The 28 least significant bits of the GMK-ID is a 28-bit randomly-generated value.

For each user, the GMS creates a 28-bit User Salt by hashing the user's MCPTT ID through a KDF using the GMK as the key as defined in clause F.1.3. The User Salt is xor'd with the 28 least-significant bits of the GMK-ID to create the 32‑bit GUK-ID. The process for generating the GUK-ID is summarized in figure 7.3.1-3.
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Figure 7.3.1-3: Generating the GUK-ID

The GUK-ID is placed in the CSB ID field within the header of the I_MESSAGE.

NOTE:
Knowledge of the GUK-ID, GMK-ID and User Salt does not reveal the MCPTT ID to receivers without the GMK for the group.

*******************END OF CHANGE***********************

*******************START OF CHANGE***********************

7.3.6
Derivation of SRTP/SRTCP master keys

As a result of this mechanism, the group members share a GMK and GUK-ID. The GMK shall be used as the MIKEY Traffic Generating Key (TGK), the GUK-ID shall be used as the MIKEY CSB ID. These shall be used to generate the SRTP Master Key and SRTP Master Salt as specified in IETF RFC 3830 [22]. The key derivation function defined in section 4.1.4 of IETF RFC 3830 [22] using the PRF-HMAC-SHA-256 Pseudo-Random Function as described in IETF RFC 6043 [25], section 6.1 shall be supported for generating the SRTP Master Key and Salt. The GMK shall only be used to derive keys for floor control (SRTCP) when the MCPTT client is operating off-network. See clause 9.4 for key derivation procedures for floor control (SRTCP) when the MCPTT client is operating on-network.
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Figure 7.3.6-1: Key Derivation for media stream protection

To identify the security context from the media stream a SRTP/SRTCP Master Key Identifier (MKI) is required. The MKI should be a 64-bit value formed by concatenating the GMK-ID with the GUK-ID (GMK-ID || GUK-ID). The GMK-ID shall have a purpose-tag of '0'.
Where the transmitting user is known through other means, the MKI may be solely the 32-bit GMK-ID. In this case the terminating user extracts the GUK-ID by calculating the User Salt and xor'ing this value with the GMK-ID.

*******************END OF CHANGE***********************

*******************START OF CHANGE***********************

7.5.1
General

The following mechanism shall be used to protect MCPTT communications which use the Real-Time Transport Protocol (RTP), cf. IETF RFC 3550 [12]. The integrity and confidentiality protection for MCPTT communications using RTP shall be achieved by using the Secure Real-Time Transport Protocol (SRTP), IETF RFC 3711 [13].

The key management mechanism for SRTP is described elsewhere. As a result of this mechanism, those communicating will have shared the following:

1)
A SRTP Master Key.

2)
A SRTP Master Salt.

3)
A SRTP Master Key Identifier (MKI) referencing the above two values.

The mechanism described in IETF RFC 3711 [13] is used to encrypt the RTP payload. A diagram of the key derivation mechanism (as described in IETF RFC 3711) is shown in figure 7.5.1-1.
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Figure 7.5.1-1: Security mechanism for media stream protection

The AES-CM-128 algorithm as defined in IETF RFC 3771 [13] shall be supported as the SRTP PRF (which is used to derive the SRTP session key and salt). A SRTP key derivation rate of 0 shall be used to indicate that session keys and salts shall not be refreshed. The AEAD_AES_128_GCM algorithm as defined in IETF RFC 7714 [26] shall be supported for providing confidentiality and data authentication of SRTP packets. The AEAD_AES_128_GCM algorithm requires that the SRTP session key is 16 octets in length, and the SRTP session salt is 12 octets in length.

The SRTP authentication tag may be appended to every 'rth' packet as defined in IETF RFC 4771 [24] to provide the SRTP ROC counter to MCPTT UEs performing a late-entry to the communication. A 'mode 3' integrity transform (RCCm3) shall be supported for transmitting the ROC within a 4 octet SRTP authentication tag.

NOTE:
The ROC and MKI fields of the SRTP packet are not authenticated as part of the AEAD_AES_128_GCM algorithm. However, modification of these fields would cause a failure to validate the AEAD authentication tag which would cause the packet to be correctly rejected by the receiver. Should an unauthenticated SRTP encryption mode be used, the impact of a malicious modification of the ROC or MKI packets should be considered.

*******************END OF CHANGE***********************

*******************START OF CHANGE***********************

9.1.3.4
Procedure

The following steps describe how the client obtains the user specific key material and securely transfers the CSK to a server within the MCPTT domain.

Prior to beginning of this procedure, the client would have obtained user-specific key material from the KMS.

1)
The client randomly generates the CSK. The client computes MCPTT Domain UID from the MCPTT Domain Security Identifier (MDSI) and uses it to encrypt the CSK based on SAKKE based encryption IETF RFC 6509 [11].

2)
The client generates MIKEY-SAKKE I_MESSAGE. The message shall encapsulate the encrypted CSK. and shall be signed using the key associated with the MCPTT User's UID generated from the MCPTT ID.

3)
The client includes the I_MESSAGE in the SIP payload and sends the SIP message addressed to the PSI of the server.

The following steps describe how the server retrieves the encryption key from the SIP message:

1)
The server receives the SIP message with the I_MESSAGE embedded in the SIP payload.

2)
The server checks the signature on the I_MESSAGE message using client's UID.

3)
If the signature is valid, the server extracts and decrypts the encapsulated CSK using the MCPTT Domain's UID key.

4)
Once the CSK has been extracted, MCPTT specific information including access token protected in the SIP message as defined in clause 9.3.4, may be decrypted.

Figure 9.1.3-.4-1 shows the functional diagram for the client and a server within the MCPTT domain. The server is shown in this example.
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Figure 9.1.3.4-1: Functional diagram for Identity based distribution of CSK 
*******************END OF CHANGE***********************

*******************START OF CHANGE***********************

E.5
MIKEY general extension payload to support 'SAKKE-to-self'
In some circumstances it is useful for the initiator to be able to decrypt a MIKEY-SAKKE payload and recover the key (as well as the receiver). For example, where the initiating user is attached to the MCPTT service via more than one MCPTT UE, the other MCPTT UEs associated with the initiating user will also need the key material to be able to join the communication.

To support this scenario, an optional MIKEY General Extension Payload may be added to the MIKEY-SAKKE message. This general extension payload has value 'SAKKE-to-self'. The contents of the payload will be a full SAKKE payload as defined in IETF RFC 6509 [11]. Within the second SAKKE payload the key (GMK or PCK) shall be encapsulated to the UID generated from the MCPTT identifier associated with the initiating user (either group management server or private call initiator). The ID Scheme in the SAKKE payload shall be 'URI Scheme' to reflect the generation scheme defined in clause F.2.1.

Editor's note: A new 'MIKEY General Extension Payload' Type value should be requested from IANA in place of the 'SAKKE-to-self' Type value.

EXAMPLE SAKKE-to-self payload:

*   0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

 *  +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

 *  ! Next payload  ! Type          ! Length                        !

 *  +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

 *  ! Next payload  ! SAKKE params  !   ID scheme   !  SAKKE data   ~

 *  +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

 *  ~ length (cont) !                  SAKKE data                   ~

 *  +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
The SAKKE-to-self payload encapsulates a SAKKE payload. Consequently, the SAKKE-to-self payload will contain two 'next payload' fields. The second 'next payload' field, which corresponds to the encapsulated SAKKE payload, shall be set to zero and ignored.  
*******************END OF CHANGE***********************
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