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Abstract of the contribution: URL is only one possible way to show what the client requested. Other ways that can achieve the target shall be included.
1. Introduction
URL is only one possible way to show what the client requested. Client may also request other functions or resources on the webserver. These need to be included as well.

.
2. pCR

****** Start of Change*****

5.2.5.2.1
Webserver logging

Requirement Name: Webserver logging

Requirement Description: Access to the webserver shall be logged. The web server log shall contain the following information:

-
Access timestamp

-
Source (IP address)

-
Account (if known)

-
Attempted login name (if the associated account does not exist)

-
The information what the client requests, e.g. URL , function names.
-
Status code of web server response
Security Objective references: tba.
Test case: 

Test Name: TC_WEBSERVER_LOGGING
Purpose:

Verify that all accesses to the webserver are logged with the requisite information. 
Procedure and execution steps:

Pre-Condition:

Network Product documentation which contains information on log file location and procedure to access it.

Tester has the necessary privileges to access the log files.
Execution Steps

Execute the following steps:

1.
The tester tries to login to the webserver using the correct and incorrect login credentials.

2.
The tester verifies whether the login attempts were logged correctly with all of the required information.
Expected Results:

All webserver events are logged with all of the requisite information.
Expected format of evidence:

Testing report contains copies of the log file showing the captured information.
****** End of Change*****

