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Abstract of the contribution: This pCR adds key issue about secutiy of UE to V2X Control Function interface to TR 33.885.
1. Introduction

V3 is the reference point between a V2X enabled UE and the V2X Control Function in the operator’s network. This pCR adds key issue about security of reference point V3 to TR 33.885. 
2. pCR
**************************************************** Start of change *****************************************************
5.X  Key Issue#X: Security of UE to V2X Control Function interface 
5.X.1  Issue details
In order to utilise V2X features, the operator ( either HPLMN or VPLMN ) needs to be able to configure the V2X enabled UEs via the V2X Control Function in the Home PLMN, e.g. the authorization information for a list of PLMNs where the UE is authorized to perform V2X Direct Communication and information regarding out-of-coverage operation specified in TR 23.785. It is then crucial that these data are not prone to manipulation by attackers.
5.X.2  Security threats
An attacker pretending to be V2X Control Function may maliciously configure the V2X UE with false configuration data, thus causing improper UE operation.
An attacker pretending to be V2X Control Function may maliciously delete the V2X UE configuration data, rendering the V2X UE unable to operate to use V2X services.
The V2X Control Function needs to know the identity of the V2X enabled UE that is requesting configuration information, as otherwise it is not possible to download correct information to the UE. 
An attacker may manipulate the configuration data being transmitted between the UE and V2X Control Function, thus adversely affecting the V2X configuration.
An attacker may eavesdrop on transmitted configuration data and further distribute it to unauthorized parties for improper use.
An attacker may replay an intercepted configuration data thus affecting an expected configuration state at the V2X enabled and/or V2X Control Function.
An attacker may manipulate the configuration data stored on the V2X UE.
5.X.3 Security Requirements

The V2X enabled UE and its HPLMN V2X Control Function should mutually authenticate each other.
The transmission of configuration data between the V2X enabled UE and its HPLMN V2X Control Function should be integrity protected. 
The transmission of configuration data between between the V2X enabled UE and its HPLMN V2X Control Function should be confidentiality protected 
The transmission of configuration data between the V2X enabled UE and its HPLMN V2X Control Function should be protected from replays 
The configuration data should be stored in the V2X UE in a protected way to prevent modification.
Some configuration data may be required to be stored in the V2X UE in a protected way to prevent eavesdropping.
***************************************************** End of change ****************************************************
