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1. Overall Description:

SA3 has further discussed V2X privacy requirement in TS 22.185, after exchanging LSs on privacy requirement clarification during SA3#83 and SA1#74 meeting (S1-161574 from SA3 to SA1, and S1-161586 from SA1 to SA3 as response), and has found three possible interpretations of the requirement. While SA3 will wait for SA1’s consideration during SA1#75, SA3 thinks that it would be useful to share these interpretations with SA1, because it could help mutual understanding, and thus SA1’s discussion on this matter.
In SA3#84, the following interpretations has discussed (please see the attached S3-160993):

1. UE non-tracking by the operator is an optional requirement for LTE V2X (i.e. it can be a subscription based application service, with clear and knowledgeable consent from users, or some services are not in the scope of mandatory V2V services specified by a certain pending regulation [2][3])
a. Or, even if UE non-tracking by the operator might be a mandatory requirement for LTE V2X, but for a LTE system’s normal operation, the non-tracking requirement for operator is about LTE V2X service identity only (i.e. not about other conventional UE identity or tracking feature of LTE system).  
2. UE non-tracking by the operator is a mandatory requirement, so operators should not be able to identify or track UE for LTE V2X.
3. Both option 1 and 2 are allowed, and it is all subject to regulatory requirement and operator policy. These could be implemented in the 3GPP standard, as a single unified solution, or two separate solutions.
Presumably this could provide more clear view on what and how the privacy requirement needs to be clarified and refined from the viewpoint of SA3, to continue and complete the LTE V2X security work.
It is important to understand that it is likely that some of current capabilities or features are impacted, by having the UE non-tracking by the operator requirement in place, for example, 3GPP authentication, charging, fault tracing, and accounting.
Finally, as shared by S1-161574, anonymity is not appropriate technically for the requirement in TS 22.185, because it means that V2X UEs are not distinguishable completely in the LTE V2X system (or in part of system, at least). Therefore pseudonymity is recommended as a replacement, which means it is identifiable when there is a legitimate purpose (e.g. regulatory requirement) by authorized parties. Although some non-3GPP standards on V2X actually use the term ‘anonymity’, ‘pseudonymity’ is technical more correct in 3GPP context, unless giving up any possibilities of identifying or distinguishing V2X UEs (e.g. for network operation or lawful interception).
2. Actions:

To SA1 group.

ACTION: SA3 kindly asks SA1 to take the above into account when discussing V2X privacy requirement clarification, and to come up with the response to SA3 as well as necessary change for clarification in TS.
3. Date of Next TSG-SA WG3 Meetings:

SA3#85
7-11 November 2016
Santa Cruz de Tenerife, Spain
SA3#86
6-10 February 2016
Sophia Antipolis, France
