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1
3GPP Work Area

	
	Radio Access

	
	Core Network

	x
	Services


2
Classification of WI and linked work items
2.0
Primary classification
This work item is a …
	x
	Study Item (go to 2.1)

	
	Feature (go to 2.2)

	
	Building Block (go to 2.3)

	
	Work Task (go to 2.4)


2.1
Study Item

	Related Work Item(s) (if any]

	Unique ID
	Title
	Nature of relationship

	620164
	Mission Critical Push To Talk (MCPTT) over LTE
	TS 22.179 - Stage 1, Release 13 – contains security requirements for MCPTT

	620143
	Functional architecture and information flows to support MCPTT
	TS 23.179 - Stage 2, Release 13 -  used as input for further security enhancements in release 14 of the MCPTT service

	700027 
	Mission Critical Improvements
	Release 14 requirements

	700028
	Mission Critical Services Common Requirements
	Release 14 requirements

	700030
	Mission Critical Video over LTE
	Release 14 requirements

	700031
	Mission Critical Data over LTE
	Release 14 requirements


Go to §3.

2.2
Feature
	Related Study Item or Feature (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	


Go to §3.

2.3
Building Block

	Parent Feature (or Study Item)

	Unique ID
	Title
	TS

	
	
	


This work item is … 
	
	Stage 1 (go to 2.3.1)

	
	Stage 2 (go to 2.3.2)

	
	Stage 3 (go to 2.3.3)

	
	Test spec (go to 2.3.4)

	
	Other (go to 2.3.5)


2.3.1
Stage 1

	Source of external requirements (if any)

	Organization
	Document
	Remarks

	
	
	


Go to §3.

2.3.2
Stage 2
	Corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	


	Other source of stage 1 information

	TS or CR(s)
	Clause
	Remarks

	
	
	



If no identified source of stage 1 information, justify: 
Go to §3.

2.3.3
Stage 3
	Corresponding stage 2 work item (if any)

	Unique ID
	Title
	TS

	
	
	


	Else, corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	


	Other justification

	TS or CR(s) or external document
	Clause
	Remarks

	
	
	



If no identified source of stage 2 information, justify: 
Go to §3.

2.3.4
Test spec

	Related Work Item(s)

	Unique ID
	Title
	TS

	
	
	


Go to §3.

2.3.5
Other
	Related Work Item(s)

	Unique ID
	Title
	Nature of relationship
	TS / TR

	
	
	
	


Go to §3.

2.4
Work task
	Parent Building Block

	Unique ID
	Title
	TS

	
	
	


3
Justification

Stage 1 work for Release 14 Mission Critical features is under development within SA1, based on TS 22.179 "Mission Critical Push-To-Talk (MCPTT) over LTE",  TS 22.280 "Mission Critical Services Common Requirements" and TS 22.281 "Mission Critical Video over LTE" and TS 22.282 "Mission Critical Data over LTE".

SA3 has defined security features for MCPTT in Release 13 and enhancements to these services need to be studied to meet the new security requirements defined in Release 14. 
4
Objective

This study item will explore the necessary security enhancements required in Release 14 for Mission Critical core services, PTT, Data and Video features and document possible security solutions that may later be added to a normative specification under other work items. 
The work will focus on the security of the Mission Critical features that are being considered by SA6. This study shall consider the security aspects of WIDs 700027: "Mission Critical Improvements", 700028: "Mission Critical Services Common Requirements", 700029: "Mission Critical Push to Talk over LTE Realignment", 700030: "Mission Critical Video over LTE" and 700031: "Mission Critical Data over LTE".

The Stage 2 security architecture defined for MCPTT in Release 13 shall be reused as much as possible to maintain cohesion and integration between Mission Critical services.

5
Service Aspects

This study will consider the security impacts of the service.

6
MMI-Aspects

No specific MMI aspects are expected.
7
Charging Aspects
8
Security Aspects
Security aspects will be studied by SA3.
9
Impacts

	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	
	
	
	
	

	No
	
	
	x
	x
	

	Don't know
	x
	x
	
	
	x


10
Expected Output and Time scale

	New specifications  [If Study Item, one TR is anticipated]

	Spec No.
	Title
	1st rsp. WG
	2nd rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary #
	Comments

	TR 33.xxx
	Study on Mission Critical Security Enhancements
	SA3
	
	SA#73 (Sept 2016)
	SA#74 (Dec 2016)
	


	Affected existing specifications  [None in the case of Study Items]

	Spec No.
	CR
	Subject of the CR
	Approved at plenary#
	Comments

	
	
	
	
	


11
Work item rapporteur(s)
Haigh, Peter, CESG, peter.haigh@cesg.gsi.gov.uk 
12
Work item leadership

SA3
13
Supporting Individual Members
	Supporting IM name

	Motorola Solutions

	CESG

	HOME OFFICE

	Nokia

	Airbus Group SAS

	U.S. Department of Commerce

	BT Group Plc


