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Abstract of the contribution: This contribution provides a method for generating the MIKEY-SAKKE UserID that is compatible with MCPTT IDs.
To perform MIKEY-SAKKE encryption and signing, a MCPTT ID needs to be converted to a 32 octet UserID. 
Section 3.2 of RFC 6509 [11] defines a generation scheme for identifiers used in MIKEY SAKKE in Section 3.2. This identifier is referred to as a MIKEY-SAKKE 'UserID' in this document. RFC 6509 requires a Tel-URI as the user's URI and monthly key periods. As MCPTT IDs may not be Tel-URIs, this UserID format cannot be used within MCPTT. 

Instead, this proposal provides an Annex which defines how the 256-bit MIKEY-SAKKE UserID is generated using a generic identifier and a generic key period. This allows MCPTT IDs to be used with MIKEY-SAKKE. The proposal is to hash the MCPTT ID, the KMS URI and time information together using SHA-256 to create the 32 octet UserID.

2. pCR to TR 33.179

************* Start of change 1 ********************************************
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************* End of change 1 *********************************************

************* Start of change 2 ********************************************
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
Floor: Floor(x) is the largest integer smaller than or equal to x.
************* End of change 2 ********************************************

************* Start of change 3 ********************************************
Annex B (normative):
Key Derivation and Hash Functions
B.Y
Hash Functions
B.Y.Z
Generation of MIKEY-SAKKE UserID 
Section 3.2 of RFC 6509 [11] defines an identifier for use in MIKEY SAKKE in Section 3.2, referred to as the UserID in this document. This requires a Tel-URI as the user's URI and monthly key periods. As MCPTT IDs may not be Tel-URIs, this UserID format cannot be used within MCPTT. This section defines how the 256-bit MIKEY-SAKKE UserID is generated using a generic identifier and generic key period.

The MIKEY-SAKKE UserID is generated by hashing a fixed string, the identifier of the user, the identifier of the KMS, the key period length, the current key period number and their respective lengths.

The input to the hash function shall be encoded as specified in Annex B.1 of TS 33.220 [xx]. The hash function shall be SHA-256 as specified in [yy]. The full 256-bit output shall be used as the identifier within MIKEY-SAKKE (referred to as 'ID' in RFC 6507 [9] and 'a' or 'b' within RFC 6508 [10].

FC = 0x00

P0 = The fixed string: ''MIKEY-SAKKE-UserID''
L0 = Length of P0 value
P1 = Identifier (e.g. MCPTT ID)
L1 = Length of P1 value

P2 = KMS Identifier (e.g. secgroup1.kms.example.org)
L2 = Length of P2 value

P3 = Key Period length in seconds (e.g. 2592000)
L3 = Length of P3 value
P4 = Key Period offset in seconds (e.g. 0)
L4 = Length of P4 value
P5 = Current Key Period No. since 0h on 1 January 1900 (e.g. 553)
L5 = Length of P5 value 
NOTE:
The key derivation function defined in Annex B.1 of TS 33.220 [xx] is not used, therefore the FC value should only be considered as a dummy value. 
P0 is a fixed 18 character string encoded as described in Annex B of TS 33.220 [xx]. P1 is the identifier, which for MCPTT would be the MCPTT ID. P2 is the identifier of the KMS, and uniquely identifies the public key used for encryption and signing. P3 is the integer representing the number of seconds in a key period. P4 is the offset from 0h on 1 January 1900 and shall be less than P3. It sets the time at which keys are changed over. Both P3 and P4 are extracted from the KMS certificate and encoded as integers as described in Annex B of TS 33.220 [xx]. P5 is the integer representing the current key period number since 0h on 1 January 1900, which may be calculated as:

P5 = Floor ( ( TIME - P4 ) / P3 ) 

Where TIME is a NTP timestamp, i.e., a number in seconds relative to 0h on 1 January 1900. P4 is encoded as described in Annex B of TS 33.220 [xx].

NOTE: 
When used to generate a UserID for encrypting using a MIKEY payload, P1 will commonly be the 'ID Data' from the IDRr payload, P2 will be the encoded 'ID Data' from the IDRkmsr payload, and TIME will be the NTP timestamp within the MIKEY payload.
NOTE: 
When used to generate a UserID for signing a MIKEY payload, P1 will commonly be the 'ID Data' from the IDRi payload, P2 will commonly be the 'ID Data' from the IDRkmsi payload, and TIME will be the NTP timestamp within the MIKEY payload.
************* End of change 3 ********************************************
3. Conclusion

Based on XXXXXXXXXXXXXXXXXX, we kindly ask SA3 to accept the above pCR.

