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Abstract of the contribution: This pCR provides an architecture for MCPTT User Authorisation
1. Introduction
MCPTT requires limiting the access of MCPTT services to those users that are authorised to use those services.  Therefore an MCPTT user authorisation architecture is required.

There are four primary MCPTT services that require user authorisation.  They are the key management service, MCPTT user service, configuration management service, and group management service.  Key management provides private media and signalling protection key material to the user, MCPTT user services provides user access to MCPTT voice and media, configuration management provides configuration information to the UE (such as the user profile), and group configuration provides group membership information and group keys.  Authorisation of these services is based on OpenID Connect and the access token(s) obtained during user authentication.  This pCR proposes an OpenID Connect MCPTT user authorisation architecture that uses the access token(s) obtained during user authentication to authorise MCPTT users for each MCPTT service.

The following MCPTT Stage 1 and Stage 2 requirements are applicable to MCPTT user authorisation:

[R-5.13-001] The MCPTT Service shall provide a means to support the confidentiality and integrity of all user traffic and signalling at the application layer. 
[R-5.13-002] The MCPTT Service shall support MCPTT User with globally unique identities, independent of the mobile subscriber identity (IMSI) assigned by a 3GPP network operator to UEs. 
[R-5.13-003] The MCPTT identities shall be part of the MCPTT application service domain. 
[R-5.13-004] The MCPTT identities shall form the basis of the MCPTT application layer security for the MCPTT Service.
[R-5.13-005] The MCPTT Service shall provide the MCPTT User with a mechanism to perform a single authentication for access to all authorized features.
[R-5.13-007] The MCPTT Service shall require authentication of the MCPTT User before service access to all authorized MCPTT features is granted.  NOTE: The MCPTT Service features available are based on the authenticated user identity(s).
[R-5.13-008] Subject to regulatory constraints, the MCPTT Service shall provide a means to support confidentiality, message integrity, and source authentication for some information exchanges (e.g.,  MCPTT User Profile management, kill commands) that have the potential to disrupt the operation of the target MCPTT UE.
[33.179 MCPTT-A.1-003] The transmission of configuration data and user profile data between an authorized MCPTT server in the network and the MCPTT UE shall be confidentiality protected, integrity protected and protected from replays.
[33.179 MCPTT-A.10-001] The MCPTT identities of each plane shall be used within the corresponding plane and concealed to other planes.
[33.179 MCPTT-A.10-002] When required by the MCPTT Service provider, MCPTT application services layer identities (such as the Mission Critical user identity, MCPTT-ID and MCPTT Group ID) and other application services sensitive information (as further described in reference [2] clause 8.1), shall be contained within the application plane and shall provide a means to support confidentiality and integrity of the application plane from the SIP signaling plane.

[33.179 MCPTT-A.10-003] When protection of identities and other sensitive MCPTT application information is NOT required by the MCPTT Service provider, the MCPTT application services layer identities (such as the Mission Critical user identity, MCPTT-ID and MCPTT Group ID) and other application services sensitive information (as further described in reference [2] clause 8.1), shall remain contained within the application plane but do not require confidentiality protection.
2. pCR to TR 33.179

************* Start of change 1 ********************************************
5.6  
MCPTT User Service Authorisation

This section expands on the MCPTT User Service Authorisation step shown in Figure 5.1-1 step C.

MCPTT User Service Authorisation is the MCPTT function that validates whether or not a MCPTT human user has the authority to access certain MCPTT services.  In order to gain access to MCPTT services, the MCPTT client in the UE presents an access token (acquired during user authentication as described in subclause 5.5) to each service of interest (i.e. MCPTT Key Management, MCPTT user services, etc).  If the access token is valid, then the user is granted the use of that service.  Figure 5.6-1 shows the flow for user authorisation, which covers key management authorisation, MCPTT user service authorisation, configuration management authorisation, and group management authorisation.

Note: All HTTP traffic between the UE and KMS, and all HTTP traffic between the UE and HTTP proxy shall be protected using HTTPS.
For key management authorisation, the KM client in the UE presents an access token to the KMS over HTTP.  The KMS validates the access token and if successful, provides user specific key material back to the UE KM client based on the MCPTT ID of the user.  This includes identity based key information used for media and signalling protection.
For user service authorisation, the MCPTT client in the UE presents an access token to the MCPTT server over SIP.  The MCPTT server validates the access token and if successful, authorizes the user for full MCPTT services and sends an MCPTT service authorisation grant back to the MCPTT client.  The MCPTT server then maps and maintains the IMPU to MCPTT ID association.  The MCPTT ID to IMPU association shall only be known to the application layer.
When the MCPTT client receives the service authorisation grant from the MCPTT server, the UE can then perform configuration management authorisation and download the user profile.  Following the flow described in subclause 10.1.4.2 of 23.179 “MCPTT user obtains the user profile (UE initiated)”, the Configuration Management (CM) client in the UE send an access token in the user profile query to the Configuration Management server over HTTP.  The CM server receives the request and validates the access token, and if valid, the CM server uses the MCPTT ID to obtain the user profile from the MCPTT user database.  The CM server then sends the user profile back to the CM client over HTTP.
Upon receiving the user’s profile, the Group Management (GM) client in the UE can now perform group management authorisation.  The GM client obtains the user’s group membership information from the user’s profile, and following the flow shown in clause 10.1.5.2 of 23.179 “Retrieve group configurations at the group management client”, the Group Management (GM) client in the UE sends an access token the Get group configuration request to the host GM server of the group membership over HTTP. The GM server validates the access token, and if valid, completes the flow.  As part of this flow, group key information is provided in the Provide group configuration response, as per subclause 7.3.2 of this document.
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Figure 5.6-1: MCPTT user authorisation
The user authorisation procedure in Step C of Figure 5.1-1 is further detailed into 5 sub steps that comprise the MCPTT user service authorisation process:

Step C-1:  If not already done, establish a secure HTTP tunnel using HTTPS between the MCPTT UE and MCPTT proxy server. Subsequent HTTP messaging makes use of this tunnel.

Step C-2:  The KMS client in the UE presents an access token to the KMS over HTTP.  The KMS authorises the user for key management services and replies to the client with identity specific key information.
Step C-3:  The MCPTT client in the UE presents an access token to the MCPTT server over SIP.  The MCPTT server authorises the user for MCPTT user services and replies to the client with an acknowledgement.

Step C-4:  The CM client in the UE follows the “MCPTT user obtains the user profile (UE initiated)” flow from subclause 10.1.4.2 of 23.179, presenting an access token in the Get MCPTT user profile request over HTTP.  If the token is valid, then the CM server authorises the user for configuration management services.  Completion of this step results in the CM server providing the user’s profile to the CM client.

Step C-5:  The GM client in the UE follows the “Retrieve group configurations at the group management client” flow as shown in clause 10.1.2 of 23.179, presenting an access token in the Get group configuration request over HTTP.  If the token is valid, the CM server authorises the user for configuration management services.  Completion of this step results in the GMS sending the user’s group configuration data and group key information to the GM client.
************* End of change 1 *********************************************

3. Conclusion

Based on the OpenID Connect framework and the Stage 1 & 2 requirements, we kindly ask SA3 to consider the above pCR for MCPTT user authorisation.
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