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Abstract of document:

The document contains the security architecture for MCPTT in Release 13. The document covers:
- Identity management
- The authentication framework, including a specific example.

- Authorisation to servers in the MCPTT domain.

- Key management for media and floor control encryption for group calls and private calls, both on and off network

- Media and floor control protection
- Inter and intra network protection

- Protection of sensitive application signalling information

Changes since last presentation to SA Meeting #70:

Since the presentation of this document for information, greater detail has been provided on identity management and service authorisation, security details within stage 3 have been defined, and the mechanism for protection of sensitive application signalling information has been defined.
Outstanding Issues:

Outstanding work is to ensure the stage 3 protocols are appropriately registered:

- Namespaces need to be established for defined XML schema
- IANA registrations are required for MCPTT-specific additions to MIKEY messages

- KDF functions need to be registered within 33.220

Contentious Issues:

None. 
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