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1. Introduction
This pCR adds the method for establishing Encryption Key using the Identity-based method. This is an alternative to KMS based key management proposal (S3-160103).
For each SIP session established between the MCPTT client and MCPTT application server that requires protection on the SIP-1 and SIP-2 interfaces, Identity-based Public Key Cryptography (IDPKC), as specified in RFC 6509, is used by the MCPTT Client to securely transport a symmetric encryption key to the MCPTT Server. 
In order to obtain the Identity based public and private key material used protect the CEK, authorization for key management services between a particular MCPTT user and the KMS is required.  
2. pCR to TR 33.179
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************* Start of second change ****************************************
X.x Identity based Key management for Client Server key (CSK)
X.x.1 General
The MCPTT Service provider may require that MCPTT related identities and other sensitive information transferred between the MCPTT client and MCPTT service on the SIP-1 and SIP-2 interfaces be protected at the application layer from any viewing, including protection from viewing at the SIP signaling layer. Symmetric key based protection of SIP payload using CSK may be used to satisfy this requirement.

Identity based Public Key Cryptography (IDPKC) based on MIKEY-SAKKE [13] may be used to establish the CSK between two SIP endpoints. Before IDPKC can be used by MCPTT Client to securely share the encryption key, the MCPTT user must first be authorized by KMS for MCPTT key management services. Once the MCPTT user is authorized, the KMS distributes the user’s key material to the MCPTT client as specified in section 7.2.3. 
If protection of the SIP-1 and SIP-2 interfaces is required by the MCPTT service provider, then MIKEY-SAKKE [13] shall be used by the MCPTT Client to securely transport the CSK over SIP to all the servers within an MCPTT domain.  
The server receives the SIP message with the protected CSK and retrieves it from the message. It associates the MCPTT User’s SIP Core identity (IMPU), MCPTT Id and the received CSK. Identity binding is used to uniquely identify the CSK used in protection of the SIP payload in subsequent SIP messages sent by both the MCPTT Client and the servers within an MCPTT domain.
The purpose of the CSK is the following:

- Protection of sensitive MCPTT Application data in the Signaling plane

- Protection of the Access Token in the Signaling plane
X.x.2 Creation of the CSK
The 128-bit CSK is generated by the MCPTT Client and provided encrypted to the server through the SIP interface along with the CSK-ID identifying the CSK.

The key remains in use until: a new CSK is required, the SIP session is torn down, the MCPTT user logs off, or some other indication. If during the active SIP session an update of the CSK is required, the MCPTT client may establish a new CSK and provide it to the server.  
X.x.3 Secure distribution of the CSK 
The CSK is created by the MCPTT Client and distributed to the servers within an MCPTT domain using MIKEY-SAKKE [13].
The shared CSK is distributed in the MIKEY-SAKKE I_MESSAGE, as defined in RFC 6509 [13], which ensure the confidentiality, integrity and authenticity of the payload.
X.x.3.1 MIKEY-SAKKE I_MESSAGE
The key is encrypted to the identity  associated to the MCPTT domain, and inserted in the SAKKE payload of the I_MESSAGE. The UID used to encrypt the data will be derived from the MCPTT Domain Security Identifier (MDSI)  and a time-related parameter (e.g. the current year and month) as described in Section 7.2. The MDSI  is added to the recipient field (IDRr) of the message.

The I_MESSAGE message also contains a signature in the SIGN payload, which is based on the user identity (UID) of the MCPTT User. This identity is derived from the MCPTT ID of the user and a time-related parameter (e.g. the current year and month). The MCPTT ID  is added to the initiator field (IDRi) of the message. Where the MCPTT ID is sensitive, the Identity mechanism defined in Annex D.6 is used to define the initiator field of the message.
Annex D.5 provides MIKEY message structure for CSK distribution.
The resulting MIKEY-SAKKE message is sent over SIP (for example, during MCPTT User authorization).
X.x.3.2 Distribution of CSK during MCPTT Service Authorization and group subscription
The MCPTT Client shall include the MIKEY message, containing the CSK, in the SIP message that is used to perform the MCPTT user authorization procedure. 
An illustration is provided below as an example of how this message in included in the body of the SIP REGISTER message.
REGISTER sip:MCPTT_Server_PSI SIP/2.0

Via: SIP/2.0/UDP den3.level3.com
Max-Forwards:70
From: MCPTT Client IMPU
To: 
Call-ID: <>
CSeq:  1 REGISTER
Contact: <URI> 
Content-Type: multipart/mixed;boundary="boundary1" 

Content-Length: 619

--boundary1

Content-Type: application/mikey
MIKEY I_MESSAGE
--boundary1     
Content-Type: application/...

Encrypted Access token, MCPTT ID
--boundary1—

The MIME media type “application/mikey” [RFC 3830], is used in this example to insert MIKEY I_MESSAGE in the SIP payload. 
X.x.3.3 Obtaining CSK from the I_MESSAGE
The server performs the following steps when it receives the SIP message with the MIKEY I_MESSAGE containing the encrypted CSK:

1. Use the MCPTT Client’s identity obtained from the IDRi field in the message to compute the signature and verify it with the value in the SIGN payload of the MIKEY message.
2. The ECCSI scheme defined in [RFC 6507], is used to extract the CSK from the SAKKE payload of the MIKEY message.
3. Compute MCPTT Client’s UID based on the MCPTT ID decrypted using the CSK key, and compare the UID with the UID obtained from the IDRi field of the MIKEY message.
X.x.3.4 Procedure
The following steps describe how the MCPTT client obtains the user specific key material and securely transfers the CSK to a server within the MCPTT domain.
Prior to beginning of this procedure, the MCPTT Client would have obtained user-specific key material from the KMS. 

1. The MCPTT client randomly generates the CSK. The MCPTT Client computes MCPTT Domain UID from the MCPTT Domain Security Identifier (MDSI) and uses it to encrypt the CSK based on SAKKE based encryption [13].
2. The MCPTT client generates MIKEY-SAKKE I_MESSAGE. The message shall encapsulate the encrypted CSK. and shall be signed using the key associated with the MCPTT User’s UID generated from the MCPTT ID.
3. The MCPTT client includes the I_MESSAGE in the SIP payload, , and sends the SIP message addressed to the PSI of the server.

The following steps describe how the server retrieves the encryption key from the SIP message:

1. The server receives the SIP message with the I_MESSAGE embedded in the SIP payload.

2. The server checks the signature on the I_MESSAGE message using MCPTT Client’s UID..

3. If the signature is valid, the MCPTT server extracts and decrypts the encapsulated CSK using the MCPTT Domain’s UID key.
4. Once the CSK has been extracted, MCPTT specific information including access token protected in the SIP message as defined in clause <6.3 >, may be decrypted.
Figure X.x.3-4 shows the functional diagram for the MCPTT client and a server within the MCPTT domain. MCPTT Server is shown in this example.
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Figure X.x.3-4  Functional diagram for Identity based distribution of CSK 
************* End of second change ****************************************
************** Start of third change ******************************************

8.2 
Protection of sensitive application data between servers
Certain values and identifiers transferred in the signalling plane between servers within an MCPTT domain, or between MCPTT domains may be treated as sensitive by public safety users. To protect these values from all other entities outside of the MCPTT Domain(s), a shared 128-bit SIP Protection Key (SPK) needs to be established between the servers. The SPK is provided along with a 32-bit identifier, the SPK-ID. The most significant four bits of the identifier (the Purpose Tag) of the SPK-ID shall be '7' to denote the purpose of the SPK is for SIP protection.

The SPK shall be directly provisioned into the communicating servers, along with the SPK-ID. With the SPK provisioned, XML content within the SIP may be protected as defined in Clause 6.3.

NOTE:
The protection mechanism specified in this section is for public-safety use only.
************** End of third change ******************************************

************** Start of fourth change ******************************************

D.5
MIKEY message structure for CSK distribution

The MIKEY-SAKKE message shall include the Common Header payload, Timestamp payload, RAND payload, IDRi payload, IDRr payload, IDRkmsi payload, IDRkmsr payload, SAKKE payload and a SIGN (ECCSI) payload. The message may also include a Security Properties payload. 

In the Common Header payload, the CSB ID field of MIKEY common header shall be the CSK-ID. The CS-ID map type shall be GENERIC-ID as defined in RFC 6043 [vv].



	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Identity payloads shall be IDR payloads as defined in Section 6.6 of RFC 6043 [vv]. The IDRi payload shall contain the MCPTT ID associated with the initiating user. The IDRr payload shall contain the MDSI of the MCPTT Domain. The message shall also include IDRkmsi and IDRkmsr that contains the URI of the MCPTT KMS used by the initiating user and MCPTT Server respectively.

NOTE:
Where confidentiality of user identifiers is required, the MCPTT ID may be replaced with the UID generated from the MCPTT ID as defined in Annex B.Y.Z.

The SAKKE payload shall encapsulate the CSK to the UID generated from the MDSI of the MCPTT Domain. The ID Scheme in the SAKKE payload shall be BB to reflect the generation scheme defined in Annex B.Y.Z.

The entire MIKEY message shall be signed by including an SIGN payload providing authentication of initiating user. The signature shall be of type 2 (ECCSI). The signature shall use the UID generated from the MCPTT ID of the initiating user.

D.6
Hiding identities within MIKEY messages

In some public-safety use cases there is a requirement to protect MCPTT IDs in transit. To protect these identifiers in MIKEY-SAKKE messages the following approach may be taken.

The sensitive MCPTT ID in the IDRr or IDRi field is replaced with the UID generated from the MCPTT ID as defined in Annex B.Y.Z. In the former case, the 'role' of the IDRr field is replaced with a role of IDRuidr. In the latter case, the 'role' of the IDRi field is replaced with a role of IDRuidi.

Editor's Note: 3GPP will need to ask IANA to define two new identifier roles, IDRuidr and IDRuidi. 
The processing of the MIKEY-SAKKE I_MESSAGE at the initiator stays the same. If the initiator has hidden its own MCPTT ID, it shall ensure that the SIP message containing the I_MESSAGE contains the initiator's MCPTT ID encrypted to the receiver.

As a consequence of identity hiding, the receiver of the MIKEY-SAKKE I_MESSAGE will be able to check the signature based on the initiator's UID in the IDRuidi field, but initially will be unable to confirm the MCPTT ID that has been used to generate the UID. The receiver will recognise its own UID in the IDRuidr field, and be able to extract the encapsulated key.

Using the encapsulated key or otherwise, the receiver is able to extract associated metadata in the message, including the initiator's MCPTT ID. On obtaining the initiator's MCPTT ID, the receiver is able to compute the UID and ensure this matches the UID in the IDRuidi field. By performing this check, the receiver has authenticated the I_MESSAGE. 

************** End of fourth change ******************************************
3. Conclusion
In support of Stage 1 security requirements we kindly ask SA3 to consider acceptance of the solution presented in this pCR for the TS 33.179..
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