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7.XX
Solution #XX: Protection of sensitive application data based on xmlsec
7.XX.1
General
Certain values and identifiers transferred in the signalling plane between the server in the MCPTT domain and MCPTT client may be treated as sensitive by public safety users. To protect these values from all other entities outside of the MCPTT Domain, this clause defines an optional mechanism to provide confidentiality protection on these values using XML encryption. Additionally, as some public safety users may require integrity protection on transmitted content, this clause defines an optional mechanism to provide integrity protection using XML signatures.
NOTE:
The protection mechanism specified in this section is for public-safety use only.
NOTE:
The introduction of XML security mechanisms increases the size of the XML document. Consideration should be given to the impact of this size increase.
Editor's Note: It needs to be confirmed that the virtual proxy techniques being studied in SA3-LI (LIV8 S8HR study) can be extended to control use of MCPTT encryption in VPLMN roaming scenarios.
7.XX.2
Protected content
Confidentiality protection may only be applied to the following identifiers and values:

- MCPTT ID
- MCPTT Group ID

- User location information

- Alerts
- Access token
Integrity protection may be applied to the entire XML document.

7.XX.3
Key agreement

The protection mechanisms defined rely on a shared XML Protection Key (XPK) to be able to encrypt and sign XML. 
For connections between the MCPTT Client and the MCPTT Domain the XPK shall be a shared key between the server in the MCPTT domain and the MCPTT UE. The XPK-ID shall be the identifier for this key.

For connections between servers inside and across MCPTT Domains the XPK shall a pre-provisioned shared key. The XPK-ID shall be the identifier for this key. 
The integrity key and confidentiality key for application data protection shall be derived from the XPK as defined in Clause 7.XX.5. The XPK-ID may be listed in the XML to aid decryption.
7.XX.3
Confidentiality protection using XML encryption (xmlenc)
This clause defines an optional mechanism to allow specific XML content to be encrypted between the MCPTT Server and MCPTT UE. XML content is encrypted as defined by XML Encryption Syntax, Version 1.1 [xx]. 
NOTE:
Only encryption of XML simple content is supported. Encryption of XML tags, attributes and elements is not supported.

To encrypt content within a specific XML element, the content shall be replaced with the <EncryptedData> element. The <EncryptedData> element shall contain a <CipherData> element, containing a <CipherValue> element containing the encrypted content. Encryption shall be performed as defined in [xx] using the CSK as the cipher key. 
The <EncryptedData> element may:

-
Use the 'Type' attribute specifying that content is encrypted ('http://www.w3.org/2001/04/xmlenc#Content'). The <EncryptedData> element may 
-
Contain <KeyData><KeyInfo> element containing the base64 encoded XPK-ID.
-
Contain <EncryptionMethod> element listing the encryption algorithm used for encrypting the XML content. The AES-128-GCM algorithm shall be supported, as identified by the algorithm identifier: 'http://www.w3.org/2009/xmlenc11#aes128-gcm'.
Where these elements do not occur, the information they contain shall be known to both the server in the MCPTT domain and the MCPTT UE through other means.
The following is an example of unprotected XML content:
EXAMPLE:

    <ExampleTag xsd:type="Normal">

      sensitive.data@example.org

    </ExampleTag>
When XML encryption is applied, the following is an example of the encrypted content:
EXAMPLE:

      <ExampleTag xsd:type="Encrypted">

        <EncryptedData xmlns='http://www.w3.org/2001/04/xmlenc#'

         Type='http://www.w3.org/2001/04/xmlenc#Content'>

          <EncryptionMethod Algorithm="http://www.w3.org/2009/xmlenc11#aes128-gcm"/>

          <ds:KeyInfo>

            <ds:KeyName>base64XpkId</KeyName>

          </ds:KeyInfo>

          <CipherData>

            <CipherValue>A23B45C56</CipherValue>

          </CipherData>

        </EncryptedData>

      </ExampleTag>

7.XX.4
Integrity protection using XML signature (xmlsig)

Where integrity protection is required, an XML HMAC signature may be applied using the XPK to key the HMAC. The XML Signature syntax is defined by W3C in [yy]. This specifies how signatures are created and applied to XML. The XML shall contain a <Signature> element which signs the elements requiring integrity protection. Within this element a <SignatureValue> element shall contain the HMAC signature of the content.
The <Signature> element may contain:

-
<CanonicalizationMethod> element listing an appropriate algorithm.

- 
<SignatureMethod> element listing an appropriate algorithm. HMAC-SHA256 shall be supported for signatures.

-
<Reference> element containing a URI identifying the content to be signed and the method for hashing the content. SHA-256 shall be supported for hashing content. 
-
<KeyInfo><KeyName> element containing the base64 encoded XPK-ID.

Where these elements do not occur, the information they contain shall be known to both the server in the MCPTT domain and the MCPTT UE through other means.
The following provides an example of an XML signature added to a generic XML document.
EXAMPLE:

<SignedXMLDoc>

<XMLDoc Id="xmldoc">

…

</XMLDoc>
<Signature xmlns="http://www.w3.org/2000/09/xmldsig#">

    <SignedInfo>

      <CanonicalizationMethod Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315"/>

      <SignatureMethod Algorithm="http://www.w3.org/2001/04/xmldsig-more#hmac-sha256">

        <HMACOutputLength>128</HMACOutputLength>

      </SignatureMethod>

      <Reference URI="#xmldoc">

        <DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>

        <DigestValue>nnnn</DigestValue>

      </Reference>

    </SignedInfo>

    <SignatureValue>DEADBEEF</SignatureValue>

    <KeyInfo>

      <KeyName>base64XpkId</KeyName>

    </KeyInfo>

  </Signature>

</SignedXMLDoc>

7.XX.5
Calculation of keys for application data protection
The two 128 bit keys used to protect either signaling plane confidentiality or signaling plane integrity.are derived from the 128 bit XPK, using the KDF that is specified in Annex B of TS 33.220 [xx]
The following parameters shall be used to form the input S to the KDF that is specified in Annex B of TS 33.220 [xx]. The key used by the KDF shall be the XPK:

-
FC = 0xXX, depending on the key usage (signaling plane confidentiality or signaling plane integrity) 

-
P0 = MCPTT ID
-
L0 = length of above, expressed in number of bytes (i.e. 0x00 0x17).

-
P1 = XPK-ID

-
L1 = length of above, expressed in number of bytes (i.e. 0x00 0x17).

The MCPTT ID and XPK-ID follow the encoding also specified in Annex B of TS 33.220 [xx]. 

The 128 least significant bits of the 256 bits of the KDF output shall be used as the signalling protection key.
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