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Abstract of the contribution:

The present pCR implements the proposal in a companion discussion paper.  

******************START CHANGES************************

Annex C: 
Access security related functions for enhanced General Packet Radio Service in relation to Cellular Internet of Things  
Editor’s note: This Annex is a placeholder for SA3 agreed security procedures for enhanced GPRS in relation to Cellular Internet of Things. This annex will eventually be moved to a new annex in TS 43.020. 
C.0

Introduction 

C.0.x Considerations on bidding down attacks

An MS conforming to the provisions in the present Annex shall reject connections to legacy SGSNs that do not provide the enhanced security features described in the present Annex. 

NOTE: The reason for this requirement is that an MS cannot know whether it receives a reply without signalling integrity protection from a genuine legacy SGSN or from a false SGSN that intercepted the request from the MS. Consequently, the MS would be susceptible to bidding down attacks during the Attach procedure that could nullify the security gains offered by the provisions in the present Annex. 
C.1

Authentication and key agreement 
Editor’s note: This is a placeholder for a potential section specifying the authentication and key agreement mechanism. 
C.2

Algorithm negotiation 
Editor’s note: This is a placeholder for a potential section specifying the algorithm negotiation mechanism. 
C.3

Protection of GMM messages 
Editor’s note: This is a placeholder for a potential section specifying the protection of GMM messages. 
C.4

Algorithms for ciphering and integrity protection 
Editor’s note: This is a placeholder for a potential section specifying ciphering and integrity protection algorithms. 
******************END CHANGES************************

